JlokanHu npouecop ¢puckanHux padyHa ( JINOP )

YnyTcTBO 33 MHCTaNaUMjy, NoJellaBatbe U Kopuwhere

NHdopaTa g.0.0 Cybotnua

1. Cucmemcku 3axmesu (payyHapcka onpema u cogpmeep)

AnnuvKauuvja je HamerbeHa 3a pag ca Windows cuctemMmMma M Ha Apyrum onepaTMBHMM cuctemmma HE
PAM.

MwuHumanum 3axtes: Windows XP
Ontumantu cuctem: Windows 10 nnm Hosuju.

MWHUManHa padyHapcka KoHourypaumja: Windows XP, 2 GB npoctopa Ha aucky, npouecop UHTen uam
AMD ca mmHumanHo 2 jesrpa, 1.6 GHz nau jaun, 8 GB pagHe memopuije.

OnTMManHa padyHapcka KoHourypaumja: Windows 10, 2 GB npoctopa Ha aucKy, npouecop Intel i3 nan
AMD Ryzen 3 ca mmHMmanHo 2 jesrpa, 3.0 GHz naun jaun, 8 GB pagHe memopuje.

Of ocTane onpeme, NoTpebHO je NocefoBaTU YMTAY MAMETHUX KapTuua (Koju je noBesaH M MHCTaAUpPaH) U
besbengHocHM enemeHT y popmMmu KapTuLe — Ha Ball 3axTeB M3pahyje ra Mopecka Ynpasa Penybavke Cpbuje.

MaKcumanHm 6poj padyHa Koju ce moxke cknaguwnti npe AYOUT-a je 50.000 pauyHa. Kaga ce gocturHe 70%
npuKasyje npey MNopyky o noTpebu AY[UT-a. MHauye Kopg, cBaKOr MpuKasMBakba MNAaBHOr MeHuja ucnvwe %
3ayseha. Kaga ce mnak gocturHe 99% nporpam npecTaje ga ¢uUCKAM3yje payvyHe AOK ce He ogpaaun AYOQUT
(nokanHu nan online).

2. Uhcmanayuja

MoTpebHo je dopmupatu jegaH dongep Ha AMCKy. Moske ce dopmupatn buno rae Ha xap AUCKY,
OMTHO je Aa KOPMCHMK Ha TOM MeCTy MMa MpaBa 4YMTatba M bBpucarba. Mpekonupajte cagpskaj INSTALL
dongepa (ca MHCTanaumoHor meguja) y npetxogHo popmmnpanun donaep Ha AUCKY.

Ykonuko JIN®P pagu ca YCb aucka HUIE notpebHo dopmupatn dongep n HUIE notpebHo
npeKkonupaTu ra Ha Auck. Cee ce paau ca camor USB aucka.

MoTpebHo je MHCTanMpaH apajsep 3a Access 6ase, MHcTanmpajte ra us dongepa TOOLS (Hanasum ce
Ha WHCTanauMoHom Meaujy). YKonuko Beh umaTe WHcTanupaH Accessb4 papajep  MOXe/bHO je
OEWHCTaNIMPaTh ra U NpBo MHcTannpaTn Access32 ApajBep M HAKOH Tora NOHOBO MHCTanupatn Accessb4.

Y dongepy nporpama JIN®P Hanasm ce jeaaH "shotcut" Koju ce moxe NpemecTUTU Ha AecKTon
paau Nakwer nokpetaka nporpama. Moxe ce cmectutn n y STARTUP donagep cuctema u oHaa he ce
ayTOMaTCKM NOKPeTaTH NPUINKOM YK/byYMBarba padyHapa.



3. lNodewasar-a cucmema
3.1. ECUP u JIN®P Ha nctom payyHapy

Ykonuko ECUP u JINOP page Ha UcToM padyHapy Hema noTpebe aa ce nwTa HamewwTa. [la 6u ECUP morao
Aa npuctyna ANU ¢yHkymjama JIMN®P-a kog ECUP-a ynmcat KOHEKUMOHKU M3pas npema JINPP-y, Koju mory
6uTh http://localhost:7555/api/v3 nan http://127.0.0.1:7555/api/v3 .

3.2. Kopuuwhere IMPP —a y N0KaNHOj MpeXu

3a kopuwherse /INOP-a y noKkanHoj mpekun notpebHo je npetTxogHo noctasuTn LA mpexxy nomohy UTP nam
STP kabnoBa n nogecuTtn padyHape (CEPBEP o6aBe3Ho) aa nma ctatmuky IP agpecy.

Kopa norpelwHo nogelwweHnx pavyyHapa uam HencnpasHo nogeweHe mpexke ECUP nHCTanmpaH Ha pagHum
CTaHMuama Hehe mohu ga npuctynu AN dyHkuujama JINPP-a Koju je Ha cepsepy.

HE MOXE AA CE KOPUCTU npeko WiFi mpeke.

Ykonuko Beh nocepyjete ncnpasHo nogeweHy YTI nokaaHy mpexy notpebHo je oapaamtn cnegeha
noZellaBakba:

1. MNoTpebHo je oapeanTn padyHap Ha Koju he ce uHctanupatv JINPP. OH he 6UTK y yno3u cepsepa (y ga/bem
Tekcty "cepBep"). M3BpLWINTU MHCTaNaLMjy HA HaunH objalbeH y aeny 2. MHcTanauwmja.

2. Ha cepBepy nokpeHuTe nogelaBakbe WnHgowc ®dupewann-a. ( Control Panel —>All Control Panel Item -
>Windows Defender Firewall ), y npo3opy Koju ce oTBopu KAMKHUTe Ha Advanced Settings

0 Windows Defender Firewall

« = v I ﬂ‘ » Control Panel » All Control Panel ltems » Windows Defender Firewall

Help protect your PC with Windows Defender Firewall

Contrel Panel Home

Windows Defender Firewall can help prevent hackers or malicicus software from gaining access to your PC

Allow an app or feature through the Internet or a network.
through Windows Defender
Firewall :
. 0 Private networks Connected
®) Change notification settings
G Turn Windows Defender Metworks at home or work where you know and trust the people and devices on the network

Firewall on or off
@) Restore defaults Windows Defender Firewall state: On

W) Advanced settings Incoming connections: B]Icocl:c allfjonnectlonsto apps that are not on the list
of allowed apps

Troubleshoot my network

Active private networks: EF  AndroidAP
Motification state: Motify me when Windows Defender Firewall blocks a
new app

. g Guest or public networks Not connected



3. Y npo3opy Koju ce oTBOpM KAMKHUTE Ha Inbound Rules (neBa cTpaHa) 1 Kaga ce npaBuia NPUKaXy KANKHUTE Ha
New Rule...., Koju he Bam NoKpeHyTN Yapobrbaka 3a KOHGUIrypUcamse.

| @ Windows Defender Firewall with Advanced Security — O X
File Action View Help

oo 25 5 BE

IR Intournd Rul Name Group Profile Enabled Acti A =
&Y Outbound Rules *
-!!« Connection Security Rules WTerrent (Dell) Public Yes Allo <
| B "é, Manitaring @ uTorrent (Dell) Public Yes Allo Teer By Profile b
& Apache HTTP Server Private  Yes Allor
| Apache HTTP Server Private  Yes Allor F Fdterby State L4
I 9 cu Public  Ves Al || T Filter by Group 4
| @cu Private  Yes Al View »
Gcu Public  Ves Allo
@cu Private  Yes Ally || Refresh
9 FiddlerProxy All Yes Alle || = ExportList..
1 & File Transfer Program Public Yes Allo Help
& File Transfer Program Public Yes Allor
} & Firefox (C\Program Files (x26)\Mozilla Fir... Private Yes Allo
& Firefox (C\Program Files (x86)\Moxzillz Fir... Private  Yes Allo
& Firefox (C:\Program Files\Mozilla Firefox) Private Yes Allo
& Firefox (C:\Program Files\Mozilla Firefox) Private  Yes Allg
@ tp All Yes Alle
0 ftp2 Al Yes Alle
@ McAfee Management Service Host (x64) All Yes Allo
& McAfee Management Service Host (x36) All Yes Allo
0 McAfee Shared Service Host All Yes Al
@ nysaLs? Private  Ves Aller
@ mysaLs? Domain  Yes Allo
& Need for Speed™ Most Wanted Public Yes Alle
Need for Speed™ Most Wanted Public Yes Allo
@ Need for Speed™ Most Wanted Private  Yes Allo
() Need for Speed™ Most Wanted Public Yes Bloc
@ Need for Speed™ Most Wanted Private  Yes Aller
Need for Speed™ Most Wanted Private  Yes Alle
(<3 Need for Sneed™ Mast Wanterl Public Ve Rinc ¥
< >4 >

4. YapobraK uma 5 Kopaka. Mp.o ce ogpehyje TUN npasuna. Ogabepute Port onunjy n KAMKHUTE Ha Next.

I ot L s L L L —

1 9 New Inbound Rule Wizard X

T
| Rule Type
Select the type of firewall rule to create.

. Steps:

. & Rule Type What type of rule would you like to create?
@ Protocol and Ports
@ Action ) Program
@ Profile Rule that controls connections for a program.
@ Mame ® Port

Rule that controls connections for a TCP or UDP port.

() Predefined:
AllJoyn Router

Rule that controls connections for a Windows experience.

(O Custom
Custom nule.

< Back Next > Caneel



5. Y 2. KopaKy 6upajte onumjy ,,Specific local ports” n ynuwwute nopeg 6poj nopta 12345 ( Anv ocnylwKyje nopt

12345) n knuKHUTe Ha Next.

9 Mew Inbound Rule Wizard
s
Protocol and Poris
s
Specify the protocols and ports to which this rule applies.
s
Steps:
@ Rule Type Does this rule apply to TCP or UDP? ]
w Protocol and Ports (® TCP -
@ Action ) UDP i
@ Profile
@ Name
) Al local ports
® Specific local ports: PORT MUMBER YOUR WEB SERVER|LISTEMING ON
Example: 80, 443, 5000-5010
< Back MNext = Cancel
6. Y 3. Kopaky nsabepute ,Allow the connection” n knankHuTe Ha Next.
X

0‘ Mew Inbound Rule Wizard

Action

Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:

@ Ruls Type What action should be taken when a connection matches the specified conditions?

# Protocol and Ports

. (® Allow the connection
. = Thig includes connections that are protected with |Psec as well as those are not.
& Prcfile
N () Allow the connection if it is secure

e This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.

() Block the connection

< Back Neat = Cancel



7. Kog 4. Kopaka ogabepute CBE onuuje 1 KAMKHUTE Ha Next.

ﬂ' Mew Inbound Rule Wizard x

Profile
Specify the profiles for which this rule applies.

Steps:

Rulz Type When does this rule apply?

]
@ Protocol and Ports

@ Action Domain
& Applies when a computer is connected to its corporate domain.
o

Profile
Name Private
Applies when a computer is connected to a private network location, such as a home
orwork place.
Public

Applies when a computer is connected to a public network location.

< Back Next = Cancel

8. Y 5. KopoaKy umeHyjTe KoHdurypucaHo npasuno (Mpumep: HTTP, FISKAL,...) n KnukHuTe Ha Finish..

& New Inbound Rule Wizard X

Name

Specify the name and description of this rule.

Steps:
@& Rule Type
@ Protocol and Ports
@ Action
@ Profile Hame
[HTTP
@ Name
Description {optional):

To make web server of this computer to be accessible from other computers.|

< Back Cancel



9. CepBep obase3Ho mopa ga uma CTATUYKY UM agpecy. Mornegajte Koja je U 3anuwmnTe je Heare UM ynamtute
jep he Ham TpebaTtun y cneaehem Kopaky ( npumep UM agpeca: 192.168.1.120 ).

10. Kog, payyHapa Ha Kojem paam ECUP 3a KoHeKumoHe napametpe JINPP-a ynuwuTe:
http://192.168.1.120:7555/api/v3.

YKONMKO U Ha cepsepy paaun, ECUP Ha kemy 3a KOHeKLMOHe napameTpe JINPP-a ynuwunte
http://localhost:7555/api/v3

(Buwe getasba y Be3n nogellaBarbe moxete Hahu Ha web cTpaHmuum: : https://www.devopinion.com/access-
localhost-from-another-computer-on-the-same-network/

NHcTanaumja ceptndmkaTa

Kaaa ce kaptuua ca ceptudpmkatom MPBU MYT ctaBsba y umTay Kaptuua, Windows m3unta ceptudmKkaTt u
MHCTanMpa ra, aau norpewHo. Crassba ra y ,JInuHo” (Personal) ymecTto y ,Moy3aaH BPXOBHWM ayTopuTeT 3a
ceptudumkaumjy” (Trusted Root Certification Authorities).

MotpebHo je aa ce ROOT cepTudUMKaT MHCTanMpa Ha ogrosapajyhe mecto, ga 6u ,Windows” gossonno
»ONLINE” naeHtndumKaymjy.

WHcTanaumja ce pagm y ,Control Panel“ -y, u To y oBupy gena ,Internet opcije”.

Sve stavke kontrolne table = O x
» Kontrolnatabla » Sve stavke kontrolne table v | @ | Pretraii kontrolnu tablu £
=
Prilagodavanje postavki racunara Prikazi po:  Velike ikone ~
~
. . i o . 2% BitLocker Sifrovanje disk
- Administrativne alatke @ Automatska reprodukcija ‘VW Bezbednost i odrZavanje % i e J
\ W jedinice

Centar za lakse koriscenje
racunara

Datum i vreme

@

& - i 5 : i
n_‘.j,' Centar za mrezu i deljenje Centar za sinhronizaciju

A Fontovi & Istorija datoteka Korisnicki nalozi
@ Mail (Microsoft Outlook) o Mis }’Jn/ Opcije indeksiranja Opcije istrazivaca datoteka
@ Opcije napajanja @ Oporavak @ Podrazumevani programi s Poslovne fascikle
‘E‘«& \P’rr:\cf;j;r:? rezervne kopije i 6] Programi i funkcije g Prostori za skladitenje 9 Region
E*)_‘) :{aedn;z:iiﬁflri\;sz:a @ Regavanje problema [@ Sistem 1@7 Speech Recognition

P . [F . = ax (= ] - e

. Tastatura ey Telefon i modem |j Traka zadataka i navigacija @l | Upravlja¢ akreditivima
A8 Upravlja¢ uredajima g Upravljanje bojama = Uredaji i Stampadi ﬁ Zaft.lm.l,ﬂd Wiridows v




I € Internet - svojstva ? b4

Veze Programi Vig ii
Op&ti podadi Bezbednost Privatnost i Sadriaj

Certifikati -
Koristite certifikate za Sifrovane veze i identifikaciju.

| Obrigi 55L stanje |I Certifikati Izdavadi

Automatsko dovriavanje
= Automatsko dovriavanie skladisti Postavke
prethodne unose na Veb stranicama i
predlaze vam podudaranja.

Feedovi i Veb isedd

Feedovi i Veb isedd obezbeduju Postavke
aZurirani sadriaj sa Veb lokacdija koji se
moZe Gtati u programu Internet
Explorer i drugim programima.

Uredu Otkadi Primeni

KnukHute Ha Cagpkaj (Content) jeanyak n Ha ToM je3nuky Ha ayrme Lleptnoukatu (Certificates).

4 mau eeur RS e sieuaic -

s | e Certifikat

= Opéte postavke  Detaljifj Lanac certifikacije
|

| Predvidena namena: | <Swe>
[op Sandbox SUF RCA
; —— i

3

Lino  Druge osobe  Autoriteti za posrednicku certifikaciju  Pouzdani vrhovni autoriteti 2| 4

o
SV INFOI

Izdato Izdao Datumist... Prepoznatljivo ime ATA DOO SUBOTICA
=p/4Z9V INFODATAD... §Sandbox SUF Issuing ... 08.12.20... <Nijedan>
ePQ] INFODATAD. .. Sandbox SUF Issuing ... 20.01.20... <Nijedan>

Uvezi... Izveszi... Ukloni Vige opdija Prikaz certifikata
Predvidene namene certifikata 7
Status certifikata:
Potvrda identiteta Kijenta, 1.3.6.1.4.1.43952.5.8.3.4 Ovaj certifikat jo U redu,
Prikazi
Zatvori
— i
Tastatura & B Telef|

OpabepTnte /lnyHo (Personal) Tab. Opnabepute ceptudmKaT Koju HOcK 03HaKy KapTtuue (GUI) M KnnkHuTe

2X Ha Hbera Uau KAMKHUTE Ha MpuKaxu (view) gyrme.

Y oTBOpPEHOM NPO30PY KANKHUTE Ha ,JlaHal uepTudurKaumje” Tab u KAMKHUTE 2X Ha HajBULIK cepTudMKaT
(BepoBaTHO 03HauYeH ca upBeHUM X). Y Npo30py Koju Cce OTBOPUO KAUKHUTE Ha ,MHCTan uepTuduKar...” ayrme



wh Certifikat W e Certifikat % |

Opéte postavke  Detalj Lanac certifikacije Opite postavke  Detalji Lanac certifkacije

Lanac certifikacije

@,ﬁ Informacije o certifikatu
ssuing CA 1

: EH-J 429V INFODATA DOO SUBOTICA |

Owaj CA vrhovni certifikat nije pouzdan. Da biste
omogudili njegovu pouzdanost, instalirajte taj
certifikat u skladiste pouzdanih vrhovnih autoriteta za
certifikaciju.

Izdato: Sandbex SUF RCA

Izdao: Sandbex SUF RCA
Prikaz certifikata

VaZiod 01.06.2021. do 01.06.2041,
Status certifikata:

Ovaj CA vrhovni certifikat nije pouzdan jer se ne nalazi u skladidtu
pouzdanih vrhovnih autoriteta za certifikadiju.

Instaliraj certifikat... Izjava izdavaca

Y npo3opy Koju ce oTBOpM MoKeTe ogabpaty uam , TpeHyTHOr KOPUCHWKA” nau ,JIoKanHu padvyHap”.
Mpenopyka je ,,JIokanHu pauyHap“. KnukHuTe Ha [dasbe ayrme.



Eh Cvarcubnjak za uvoz certifikata

Dobro doili u carobnjak za uvoz certifikata

COwvaj Earobnjak vam pomaie da certifikate, liste pouzdanih certifikata i liste opozvanih
certifikata kopirate sa diska u skladiste certifikata.

Certifikat koji izdaje autoritet certifikata predstavlja potvrdu vageq identiteta i sadri
informacije koje se koriste za zastitu podataka i uspostavljanje bezbednih mreinih veza.
Skladigte certifikata je sistermska oblast u kojoj se fuvaju certifikati.

Lokadja za skladistenie
{®) Trenutnog korisnika
() Lokalni raunar

Dia biste nastavili, kiknite na dugme Dalie™,

ot

T T

= T om



Y nNpo3opy Koju ce oTBOpW NpBo ogabepute apyry onuujy: ,,Moctasu cee ueptudukate y cneaehe
cKnagmwTe”. (Kao WTo je npuKasaHo Ha cnegehoj canum).

Knnkuute Ha ,,[dasmse” gyrme.

KAMKHUTE NCTUM pegoM Ha onuumje U AyrMmag, Kao LWTO je NpMKasaHo Ha ciegehoj canmum v Ha Kpajy
KNMKOM Ha ,[asbe” nante Ha cnegehu nposop Yapobrbaka.

HakoH oBor ce oTBapajy jow asa npop3opa y Kojuma HULITA HE TPEBA ANUPATU, camo KANHYTK Ha [asbe
(Next) nnu 3aspwwm (Finish).

Cuctem je cnpemaH 3a ,,ONLINE” pag,.

& Izbor skladiéta certifikata *

| € E» Cvarobnjak za uvaz certifikata
Izaberite skladiste certifikata koje Zelite da koristite.

Skladiste certifikata
Skladista certifikata su sistemske oblasti u kaojima se fuvaju certifikati,

3 | Autoriteti za posrednidku certifikaciu
| Pouzdani izdavad

Windows moZe automatski da izabere skladizte certifikata il moZete sami navesti| | .. =l Mennnizdani rertifikati o
lokaciju za certifikat. < >
() Automatski izaberi skladiste certifikata na osnovu tipa certifikata [ Prikasi fizitka skadigta
4 ui sve certifikate u sledece skladiste E I I e
Skladigte certifkata: ]
|
| d | I Potrazi... |
Prikaz

i certifikat nije pouzdan jer se ne nalazi u st
nih autoriteta za certifikadiju.

Othkazi ———
]

MHuyujanusayuja kKapmuuye

Oa 6ucte moram kopuctutn JINPOP nporpam mopate nocegasBaTv nameTHy KapTuuy (T38. BE3BEAHOCHU
ENEMEHT) nobujeH og MNopecke Ynpase PC. Mopeg KapTuue mopaTe MMaTK U YMTay NaMeTHUX KapTuua noBesaH
M UCNPABHO WHCTanMpaH Ha padyHap CEPBEP. Moryhe je MmeTu M BULE YMTaya KapTULLA HA cepBepy aau Taaa



NPUINKOM NOKpeTakba Nporpama mopaTe o4pesnTU Y KOM UMTauy je KapTuua 3a dmckanusaumjy. Npenopyka je Aa
MMATE CAMO JEOAH YUTAY KAPTULIA Ha cepBepy Ha Kojem pagu JINOP.

1. Tlpe nokpeTaka MHULMjaNM3aUMje 06aBe3HO NPOBEPUTE A4a N je YATaT4 MCNPaBHO NOBe3aH ca
payYyHapoM 1 4a /1M je MHCTaMpPaH yNpaB/badku NPOrpam 3a YnTay KapTuLe.

2. TlpoBepuTe Oa A je KapTULA y YMTady KapTmua.
MocToje 3 HaunHa NHUUNjanm3aumje:

1. Mpey3meTe MHULMjaNM3auMOHe Hapeabe ca cajTa Nopecke ynpase W ykonupaTte y dongep anavkaumje. Y
0BOM CAy4ajy je UHMLMjan3aLmMja NOTNYHO ayTOMATCKa, NOTPEOHO je camo NOKpeHyTn anauKauyujy JINOP,
Kaga ce anamKkauuja NOKpeHyna y KoH30/AHOM npo3opy he ce ucnucueaTn Hapepbe Kako ux byae
M3BpLUIaBao. YKO/IMKO cBaka pytTuHa BpaTn SUCCESS nopyky JIN®P je cnpemaH 3a ¢uckanmsauujy. Y
dongepy annuKaumje dopmupa ce jeaHa patoTeka nog Hasueom GUID.pecyntc (GUID je
naeHTUPUKaLmMoHu 6poj KapTuue). OBy AaToTeky je noTpebHO NocTaBUTK Ha NOPTan NOPECKe ynpase.

2. Online uvHMuUMjanu3aumja: YKOAMKO KapTMu@ HUje WHUUMjaM3MpaHa M NpU MOKpeTakwby He Hahe
WHULMjann3aLmoHe gatoTeke y ceom ¢ongepy npso he nokywatn ONLINE wHuumjanusaymjy. Y osom
cnyyajy Tpaxu MUH Kopa 3a KapTtuuy. 3agajte MUH Kopa Koju cTe Aobunm 3ajeaHo ca KapTULOM. YKOJIMKO
payvyHap MMma NpUCTyn MHTepHeTy npeysehe MHULMjaN3aLMOHe faToTeke, oapaguhe MHMLMjan3aumjy u
BPATUTK pesynTaTe MHULKMjanmn3aumje Ha nocebaH cajT nopecke ynpase. 3Ha4YM KOPUCHUK HEMA HUKAKBUX
nocebHUx nocnosa.

3. WHuumjanmnsaumja nomohy USB dnewa nam SD KapTuue. Y oBOM c/yyaje KOMaHAE 3a MHUUMjaM3auujy
Tpeba cadyBat Ha USB wmam Ha SD kaptuuy. Mpe nokpetawba JINPP nporpama npukbydmnte USB mam
ybaumnte SD KapTuuy. HakoH nokpeTarba ynuwmute MNH koa (3axTeBahe nporpam). Kaga nporpam nuta 3a
NIOKaumjy KomaHAam 3a4ajTe ume ypehaja (cnoBHa o3HaKa: C:, D:,.....) Ha KOM ce Hanase KomaHze. Mporpam
he Bam uM3AUCTaTM O3HaKe cBMX ypehaja, Bu Tpeba ga nputucHeTe 6poj Koju je ucnpes noTpebHor
ypehaja. Cauekajte aa JIN®P m3Bpwu cee KomaHge. MAXKHAI!!! MNMpe nsBpwaBarba KomaHam HE CMETE
n3BaAnUTU Mmeanj ca kKomaHgamallll PesynTaT usspluaBarba KomaHam 6uhe 3anucaH Ha UCTOM MeaMjy Koju
HaKOH M3BpLUEHA MHULM]aNM3aUMje NoTpebHo npeaath y Mopecky Ynpasy.

LJEMO HayuH pada npoepama

MpunnKkom npBor nokpeTara nporpama J/INMPP y okBup meHnja buhe npukasaHo aa cte y AEMO HaumHy
paja, WTO 3Ha4M Aa HUje avueHuunpaH. MNporpam je KomnneTHo GyHKUMOHaNaH u y IEMO pexumy jeaAMHO KaKas
rog, Tun puckanHor padyHa novasse us ECUP-a oH he npocnegmtn ao MY camo OBYKA (TRAINING) Tvn dpuckanHor
padyHa. OBaj HauMH paga je HamerbeH 3a npoby JINMPP oz cTpaHe KAWjeHTa Npe Hero WTo ce 0AJ1y4M 33 KYNoBuHY
ncror. OBaj HauMH Bam omoryhaBa aa ycknagute Baw ECUP ca TIN®P-om.

ON LINEE Ha4uH pada

YKkonuko je JIN®P mHcTanmpaH Ha padyHapy Koju mma mHTepHeT npuctyn (ON LINE) cBaku ¢ducKanHu
payyH, HAKOH OBepe, NPOC/eaM Ha cepBepe nopecke ynpase. Ha cBakux cat BpemeHa nokpehe TakossaHu AyauT
1 ako fobuje Heke KomaHge u3 MY nM3BpLwasa ncTe. 3HaYN KOPUCHWUK HEMA HMKAKBE MOC/NOBE BE3aHe 33 pPa3meHy
cafy.

OFF LINE Ha4uH pada

Ha payyHapuvma Koju HemMajy NpucTyn MHTEPHETY anu ce Ha kbMma usspasa JINMPP dMCcKaNHU padyHM ce U Taga
oBepaBajy oA cTpaHe KapTtuue (BE) n 6yay cayyBaHM y UHTEpPHO] meMopuju. KOPUCHUK MOpa pPydyHO Aa Tpaku
nsgasarbe AyamuT nakeTa ucte goctasu MNopeckoj Ynpasu, BpaTUTM KOMaHAe HAaKoH obpage y Mopeckoj Ynpasu,



NOKPeHyTU M3BpLUaBatbe BpaheHUX KomaHAM M pe3ynTaTe M3BpLIaBakba KOMaHAM NMOHOBO BPATUTU MOPECKO]
ynpasu.

NAXHA!l Tokom TpajHor paga y OFF LINE pexumy, nporpam moxke ga AOCTUIHE CBOj MaKCMMaJIHU KanauuteT
cKnagmwTerba. Y ToM cayyajy nporpam 6J0Knpa gasbu pag v nsgasarbe GUCKaNHMX UCEYAKA CBE A0T/e 0K Ce He
ofpaan pyyHo m3aBajatbe AyAMT NaKeTa M He O4paaM CBe Ca MOPEecKom ynpaBom (foK He pobuje Mpood od
Ayanut KomaHay).

HecmabunHa UHmepHem sesa

Kaaa payyHap uma npuctyn MHTEpPHETY afu je Ta Be3a HecTabuaHa ca yectum npekngmma JINOP kaga nma
Be3y Ca MHTEePHEeTOM [0CTaBM payyHe cepBepuMma nopecke ynpase. AKO ce Be3a NpeKkuMHe MPUIIMKOM HOBOT
YCMNOCTaB/batba BE3e HACTaB/ba Ca A0CTaB/bakbeM padyHa. YKOAUKO Moxe nokpeHyhe u Ayaut npouec. MowTo y
OBWM C/ly4ajeBMMa HUCTE CUTYPHW Ja AW je ycneo ga npebaun cBe payvyHe WM Huje npenopydyje ce MaHyenHu
ayAuT Ha Kpajy pagHor BpemeHa. YKONMKO He ucnue HWjedaH payvyH 3Hauu Aa je y TOKY AaHa ycneno cnarbe
padvyHa cepBepum nopecke ynpase. OHe Koje Huje ycneo Aa npefa nopeckoj ynpasu buhe ncnucaHun Ha ybayeHum
memopujckmn ypehaj (USB, SD), Koju ce mopa goctasuTtu y MNMopecky Ynpasy.



JluueHyupar-e

Kapa je nporpam y AEMO HaumHy paga y meHujy mmate wm onuujy 7 - Licenciranje. Oa 6ucre
NIMLEHUMpPanK nporpam mopaTte nocefoBaT Baxkehu AuUEHUM K/byd. BanvaaH Kibyd morkeTe HabaBuTu o4
npeayseha Koja Bpwe AuCTpubyuparse codpTBepa uam cTe ra gobwuam KynosuMHom. JIucta aucTpubyTepa ce
ob6jaB/by/be Ha web cTpaHuum npomnssohada (Www.MHbocy.Lo.pc).

N3abepute onuujy 7. meHuja (Nputuckom 6poja 7 am ynucute maamm cnoBmma ped licens u nputucHuTte
<EHTep> Tactep). Mporpam he 3axTeBaTh ynuc AULEHUHOT K/byya. YNUWKUTE NLEHLY TaYHO OHAKO KaKo CTe ra
£06unm 1 nputucHUTe <EHTEp> TacTep. Y OKBUPY NNLEHLLE HEMA NPA3HOr MecTa. YKOJ/IMKO CTe UCMPaBHO ynucanm
NvueHuy 1 Baxkeha je nporpam ce oTK/byyaBa U MOKeTe KOPUCTUTU CBe rberose PpyHKUMje A0 Kpaja nepuosga Ha
KOju je Kyn/beHa nnueHua. MputucHute jow jegHom <EHTep> Tactep u M3 meHuja he HecaTatm pey JEMO u
Hectahe 1 onuuja 7. Moanmo Bac Aa ce npuaprKasaTe ycnoBa AnueHUmMparba!

MocToje 2 Bpcte anueHun: TOAULLHA nam TPAJHA. Noguwma anueHua moxe Tpajatm o4 1 — 9 roguHa.
foguwra AnueHua ce mopa obHaB/baTW HAKOH MCTEKa Mepuoga 3a AnueHUy. YKO/IMKO He O0BHOBWUTE NULEHLY
nporpam aytomatckm npenasum y JEMO HaumH paga. 30 gaHa npe ucCTeKa AuvueHue nporpam CUrHanmsmpa
npubanKaBarbe BpeMeHa ucTea /JMLEHLE W NMOHOBO ce nojas/byje 7. onuuja menuja. ( MAXKHAI!!! Mepnoaa
BarKeHa INLEHLIE NOYMHbE YIMCUBAbEM HOBE INLEHLLE a He ucTekom ctape allll).

TpajHa NMueHLa He 3axTeBa NepuUoaMYHO obHaB/batbe. KOpUCHMK KynoBMHOM codTBepa aobuja npaso
KopuwheHa Ha HeorpaHUYeHo BPeEME.



Kopuwher-e npoepama

Mporpam ca ECUP-om KomyHuumMpa npeko ,,Self Hosted Api” — ja, HaunH komyHukauuje je nomohy nosmsa
AMNU komaHay oapeheHux u aeduHUcaHMX og cTpaHe Mopecke Ynpase PC ( getasbaH onuc AMU dyHKuMja
MoOKeTe norneaat web ctpaHuum: https://tap.sandbox.suf.purs.gov.rs/Help/view/410640437/Readme/en-US ).

Ca nNporpamom KOPUCHUK KOMYHMLMPA NPEKO MeHWja. AKO ce MeHM He BMAM NPUTUCKOM EHTep TacTepa
OH nocTaje BMA/bMB. Kaja cMO y HEKOM o4 nogmeHuja Tpeba cneguTy ynyTcTBa Tor nogmeHuja (yBek nocroju
onuuja HA3A/L, Kaga ce Bpahamo Ha HagpeheHn meHn).

[NaBHM MeHW nporpama usrnega Ha cnegehu HauwH :
@ - time - HamecTtu HTMN Bpeme pasnuka
1 - exit -- 3aTBopu anaukauujy
2 - komande -- Moryhe KkomaHze

3 - pin -- YHecuTe MNUH

4 - ver -- Mporpam Bep3nja
5 - audit -- JlokanHu ayaut
6 - log -- MNpernep nor ¢une

Onunja meHnja ce Moxe akTUBUPATU Ha jeJaH 0f 2 HaunHa:

1. YnuweTe 6poj KOju je NpMKasaH UCNpes, *Ke/beHe onunje MeHuja u NnputucHete <EHTep> TacTepa
Ha npumep: 1 <EHTep> npoy3pokosahe npekng pasga nporpama

2. YKyuaTe Ha3uB XesbeHe onuuje MeHuja U NpuTucHeTe <EHTep> TacTep ( pey ce mopa ynucaTu
TaYyHO OHAKO KaKo je MPUKa3aHo Ha eKpaHy MHaye ra nporpam Hehe npenosHaTth)
npumep: exit <EHTep> npoy3pokosahe npekug paga nporpama

JeTtasbaH onuc onunja meHuja:

0 — time: Szinkronizalja az idot azNTP szerverrel, ha online a program ( ezt automatikusan is megcsinalja
minden indulaskor es utanna minden oraban, ha van internet elerhetoseg)

1 —exit : Ca 0BOM KOMaHAOM HanyLTaTe Nporpam, NPOrpam Ce racu U He MOXKe ce BPLUMTU U3[aBatbe
dUCKaNHMX padyHa 40 NOHOBHOT NMOKPeTarba

2 —komande : lMpuKasyje rnasHu meHu. Mcto gobujete ako camo nputucHeTte <EHTep> TacTtep.

3 —pin : MuH Kog y BehnHu cnyyajesa npocnehyje ECUP nomohy MNH LOHTpoAA-a ann ce OH MOKe U oBAe
3a4aTu. Y oBoM C/lyyajy Hema noTpebe aa ra npocnehyje ECUP.

4 —ver : MPL, 6poj— noaeseH og ctpaHe Mopecke YnpaBe NPUANKOM IMLIEHLMpPatba Nporpama.

5 —audit : MokpeTarbe UM 3aTBapatbe JI0KAHOr ayamT-a. [NpuKasyje ce nogMmeHu y Kojem bupare
JoaaTHe onuuje ayanT-a. [letas/bHuja objawrberba y cnegehem geny nog Hasvesom JIoKanHu AyauT.

6 — log : OBoO je onuuja meHuja 3a NpuKas Tako3BaHor JIOT ¢ajna. Y Toj gaToTeum ce Haas3m XPOHOIOLIKK
cnucak ceux gorahaja Koju cy Hactanm Tokom paga JIN®P nporpama. M36opom oBe onumje nprKasyje ce
nogmenu ca 2 onuuje: JegaH npuKasyje AaToTeKy Ha eKpaHy a ApyrvM HyAW onuujy M3gBajara y obuyaH
TEKCT OKYMEHT, y3 n3bop ypehaja rae he 61Ut cmeLuTeH Ha pPooT.



Ido bealitasok

A program a szamitogep orajat hasznalja, es az adohivatal alltal megadott NTP szerver segitsegevel korigalja az
orat. Ha a szamitogep mindeg offline a szamitogep orajanak bealitasaval lehet az idot beallitani. Javaslot legalabb
napi egyszer online korrigalni az NTP szerver segitsegevel.

FIGYELEM ha a program futasa kozban modositjak az orat elofordulhat, hogy a program error kod 1999 et kuld
vissza. Ez azt jelenti, hogy az uj szamlakerelem idopontja korabbi mint az aszt megelozoe volt!!



JloKanHu ayoum

M36opom onuuje 5 MoXKemMo NOKPEHYTU UK 3aTBOPUTU IOKaNHM ayauT. M36opom oBe onuuje npukasyje ce
cnepehu nogmenu:

@ - Pripremi fiskalne racune za prenos u PU
1 - Zakljuc¢i fiskalne racune vracene iz PU
2 - Ispisati sve racune

3 - Nazad

Mpe nsbopa 6uNo Koje onunje meHunja NOTpebHO je NPBO NPUK/BYUNTM HEKM MeMopujcku ypehaj (USB uan
SD). N3abepute onumjy 0 — Mpunpemmn dUCKanHe padyHe 3a npeHoc y MY 1 Ha 3axTeB payyHapa, 3aZajMo Ha Koju
MeMOPMUjCKM ypehaj xenmmo m3asojutn padyHe. OBa KomaHZa n3gBaja cee, jow Mopeckoj Ynpasu HeaoCTaB/beHe
padvyHe. 33 yMeTHyTy KapTuuy nokpehe AyauT 3axteB. Kafa KOPUCHUK MMa BULIE KapTULA U KENU NOKPEeHyTU
ayauT v 3a gpyre, noTpebHo je aa ypaau cnegehe:

- CayeKaTu fa ce NpUNpemMu ayamT nak Koju je seh nokpeHyT
- BpaTuTu ce y rnaBHM MeHM Nporpama ( Kaga ce 3aBpLUM ayaAWT NakeT nputucHe <EHTep> TacTep)

- W3Bagutn Kaptuuy n3 umtada ( Memopumjcku ypehaj Ha Koju je npeTxoaHo pah)eHo 0CTaBUTU YTaKHYTOT y
pauyyHap)

- CraBuTu gpyry KapTuLy y untad

- CauekaTtu ga ce codpTBeEp NOHBO NOKPEHE Ca HOBOM KapTULOM(AeLaBa ce ayTOMaTCKu)
- Ca 3. Taukom rnasHor meHuja 3aga NNH Ko HoBe KapTuue

- Ca 5. onumjom rnaBHOr meHuja NOKPEHe HOBM ayauT

- Y npuKasaHom nogmeHujy onet nsabepe onumja 0 1 3a4a c/I0OBHA 0O3HaKa MeuMja Ha Koju ce pagm
JNIOKaNHW ayamT ( UCTU KOoju je 3a4aT U Ko NPETXOoA4HE KapTuue )

- YKoauKo ce y mehyBpemeHy nojasmo HOBM padyH u oH he 6UTK goaaT nakeTy, ako He, NnokpeHyhe ce camo
ayamT 3a YMETHYTY KapTuLy.

lopHe KopaKe MOHAB/bAaTU OHOIMKO MyTa KOJIMKO KapTuLa noceayjete 3a ayamT.

YKONMKO Ha M3abpaHOM MEMOPMUJCKOM MeaMjy, 3a KapTuly Koja je y umTady, uma KomaHau m3 Mopecke
Ynpase, y Tom cay4ajy JINPP he npBo M3BPWIMTU Te KOMaHAE, HAaKOH Tora npunpemuhe , LomMmMaHAC pecyatc’ u
TEK HaKoH Tora he noyYeTu UsaBajarbe HOBUX payvyHa.

Moryhe je NnoKpeHyTM ayguT 1 6e3 npucyTHe KapTuue, C TUM Aa ce TaZa U3aBajajy camo A0 caga HemnocnaTu
payyHM U He 3aMnoYnrbe ayamT.

Onuuja 1 ce 6Upa HaAKOH WTO cy ce ca Taykom 0 NpuNpem/beHN U U34BOjEHU PaYvYyHWU, MenMj OfHEeT Ha
o0bpaay y nopecky ynpasy 1 NocToju bapem jeaHa KapTuua 3a Kojy NoCcToju ayamuT U 3a Koju je aobujeH ,proof of
audit” on Mopecke Ynpase. Bupa ce memopujckn ypehaj Ha Kojem ce Hanase KOMaHZe. YKO/IMKO ce HUWTA He
nokpehe nposepuTte Aa /v je ogrosapajyha kapTvua y untady (cBe KOMaHAe rnace Ha KapTuuy, Tako Za OHa mopa
6UTU NPUCYTHA KaZa ce U3BpLLABajy).

CayeKajTe OOK ce M3BpLlUE CBE KOMAaHAe M AOK ce npunpemu T3B. ,commands results” Koju ce Hanasu Ha
NCTOM MecTy rae cy bune n komaHge. OBo he ce mMopaTh MOHOBOTO BPatTUTK y Mopecky ynpasy. Moxe u ca
cnepehum ayantom.



AKO CTe MManun UCTOBPEMEHM ayauT 3a BULLE KapTULLA HAKOH U3BPLUEHMX KOMaHaW NpBe KapTuue
noHassbajte cnegehe Kopake:

- Bpatute ce y rnaBHuM meHu (Kaga je 3aBpLlieH ,commands results” gatoteka, nputucHUTe EHTEp)

- W3BaguTe KapTuLy U3 YnTaya (MEMOPUjCKM Meaunj Koju je BpaheH M3 NopecKke yrnpaBe OCTaBUTU Y
pauyHapy)

- CrasuTe gpyry KapTuLy Y YMTay KapTmua

- CauvekKajte fOK ce nporpam pectapTyje ca HOBOM KapTULOM

- Ca 3. onumjom rnasHor meHuja 3agajte MNMMH Kog HoBe KapTuue
- Ca5. onuujom rnaBHor meHuja yhute a ayaut nogameHu

- Y nogmeHujy nsabepute onumjy 1 n ynuwnte nme (choBHa o3Haka) meamjckor ypehaja, Koju cagpu
KomaHge (uctu ypehaj Koju je KopuwheH 1 Koa npeTxoaHe KapTuue)

- CayeKajTe JOK ce M3BpLUe KOMaHAe
- [opHe NoCTynKe NOHAB/bATU AOK MMa KOMaHAM 3a KapTuLe.

Onuuja 2 ayauT nogmeHuja (2 — Ucnucatn cBe padyHe ) UCNULIE CBE payvyHe U3 Memopuje Ha M3abpaHu
MEMOPMUjCKM Hocay nogaTaka (USB wmam SD), 6e3 ob3upa Aa /M je, UM HMje nocnaT nopeckoj ynpasu. Osa
KoMaHA4a HMKaga HE nokpehe Ayant. HamereH je 3a cnyyaj, Aa YKOIMKO NOCTOjU padyH Koju danum, moxke Hahu u
NOHOBO Nocnatn y MNopecky Ynpasy.

Onuwja 3 je noBpaTtakK y r/1aBHU MEHW.

KopucHu cagemu

MpuAnKom NOKpeTakba Nporpama MCHMTaBajy ce Nojaum ca Kaptmue. OBO MoXKe noTpajath 3-5 cekyHan,
HeKaga un ayKe. CayekajtTe AOK ce Nporpam He NMOKpPeHe NOTMyHO.

bes KapTuue He MoXKeTe BLMTU PpucKanumsaumjy!
YKOMKO TOKOM paja M3BaauTe Kaptuuy Hemoryhe je BpwmnTh gasby puckanumsaumjy!

YKONMKO TOKOM paga 3aMeHUTe KapTuuy Nporpam NMOHOBO MCYMTABA CaZprKaj KapTuue, To Tpaje 3 — 5
CEeKYHAMN, HEKaAa U AyKe, 40K Tpaje Taj Npouec He MoXKeTe BPLWUTU pucKanm3saymjy!

YKONMKO U3BaAUTE N BpaTUTE UCTY MKW ApYry KapTuuy mopate noHoso ynucatu NMUH koa, nam kpos ECUP
WM NPEKo onuuje 3. rNaBHOr MeHWja

YKonuko 5 nyta ynuwerte norpewad MWH, kapTnua ce 610KMpa, He MOXKe ce MOHOBO 0TBOPUTU. MopaheTe
ra ogHeTtn y MNopecky Ynpasy. Ha 0Bo noce6HO 06paTuTe nakkby Kaga noceayjete BULIE KapTULLA U Y YMTady HUje
OHa 3a Kojy KyuaTe MNH Koa. Kaga fobujete nopyky O NOrpelwHomM MuHY, ogMax NpoBepuTe Aa /M je y untauy
oarosapajyha Kaptuua.

Hukag He Tpeba meraTu KapTuLy AOK Nporpam pazau Uan NOKpeTaTu nporpam 6es3 ybaveHe Kaptuue. AKo
6aw mopa, ypaguTe anu padyHajTe Ha TO Aa TO Tpaje Heko Bpeme (3-5 cekyHAM AOK ce McumTa Kaptuua) u aa
mopate noHoso ynucaTtu MNMUH Kopa,

Mporpam 6e3 KapTuue pagy anu ca orpaHnyeHnm moryhHoctuma, aok BE3 YATAYA KAPTULE YONLUTE
HE PAAWN. YKOANKO He MOKeTe NOKPEeHYTM Nporpam NpBoO NpoBepuTe YMTay KapTuue, 3Ha ce AecuTu Aa ra yracum
Windows.




Mporpam je 3awTuMheH og, MnerasHoOr Konupara. Yak M Aa nocegyjete AULEHLY MOXKETe ra KopucTutu
CaMo Ha payyHapy 3a Koju je U3gaTta AnueHua. YKOMKO ra NpekonupaTe Ha gpyru padyHap nporpam he npehn y
OEMO HaumH paga 1 He MoXKe ce nnueHumpaTn!!l

Kodosu epewaka

KopoBwu rpewaka BpaheHu og ctpaHe /IN®P-a aedmHUCaHU Cy TEXHUUKOM AOKYMeHTaunjom MNopecke
Ynpase PC n mory ce nornegatu ctpaHuum:

https://tap.sandbox.suf.purs.gov.rs/Help/view/1672078854/Status-and-Error-Codes/en-US

0-Info 1- . Applies

Code Warning 2-Error Description to

INFO

: . . VSDC,

0000 All OK Command is executed without warnings or errors E-SDC
0100 Pin OK This code indicates that the provided PIN code is correct E-SDC
0210 Internet Available Internet Connection is available (optional) E-SDC
0220 Interngt Internet Connection is not available (optional) E-SDC

Unavailable

WARNINGS

Storage used to store audit packages is 90% percent full. It is time to

V)
1100 Storage 90% Full perform the audit.

E-SDC

1300 Is)rr::;?ard Is not Secure element card is not inserted in the E-SDC smart card reader E-SDC

o . ..
1400 Audit Required Total Sale and Refund amount reached 75% of the SE limit. It is time E-SDC
to perform the audit.

Pin Code

1500 . Indicates that POS must provide the PIN code E-SDC
Required
Undefined Something is wrong but specific warning is not defined for that
1999 . situation. Manufacturer can use manufacturer-specific codes to E-SDC
Warning . L .
describe warning in more details
ERRORS
2100 Pin Not OK PIN code sent by the POS is invalid E-SDC
2110 Card Locked Eie number of allowed PIN entries exceeded. The card is locked for E-SDC
2210 SE Locked Secure Elemer}t is locked. No additional invoices can be signed E-SDC
before the audit is completed
SE
2220 Communication E-SDC cannot connect to the Secure Element applet E-SDC
Failed
SE Protocol Secure Element does not support requested protocol version (reserved
2230 . E-SDC
Mismatch for later use)
. V-SDC,
2310 Invalid tax labels Tax Labels sent by the POS are not defined E-SDC
2400 Not configured SDC device is not fully configured for invoice signing (i.e. tax rates E-SDC

or verification URL are missing etc.)



Code 0-Info 1-

Warning 2-Error

2800 Field Required

2801 Field Value Too
Long

Field Value Too
2802 Short

Invalid Field
2803 Length

2804 Field Out Of
Range

Invalid Field
2805 Value

Invalid Data

2806 Format

2807 List Too Short

2808 List Too Long

Endpoints

Description
A field is required (a mandatory invoice request field is missing)
The length of the field value is longer than expected
The length of the field value is shorter than expected
The length of the field value is shorter or longer than expected
A field value out of expected range
A field contains an invalid value

The data format is invalid

The list of items or the list of tax labels in the invoice request does
not contain at least one element (item/label).

The list of items or the list of tax labels in the invoice request exceeds
the maximum allowed number of elements (items/labels) or byte size.
The maximum values depend on an SDC's capacity for processing
invoice requests and can be manufacturer-specific.

Get Environment Parameters

SDC

Endpoint Example

http://127.0.0.1:7555/api/v3/

environment-parameters

HTTP Method

GET

Header

environment-parameters

Add following HTTP headers to each request

e Accept: application/json

Response
Field

Description

Applies
to
V-SDC,
E-SDC
V-SDC,
E-SDC
V-SDC,
E-SDC
VSDC,
E-SDC

VSDC,
E-SDC
VSDC,
E-SDC
VSDC,
E-SDC
VSDC,
E-SDC

VSDC,
E-SDC



Field Description

organizationName Name of the tax authority organization

serverTimeZone Time zone of the server location
street Tax authority street address
city Tax authority city

country Tax authority country
endpoints List of available endpoints

environmentName Name of the environment
logo Link to the tax authority's official logo
ntpServer NTP server used for time synchronization

supportedLanguages Supported language(s) for the environment

Example
{
"organizationName": "Data Tech International",
"serverTimeZone": "Fiji Standard Time",
"street": "Kruzni put 7",
"city": "Belgrade",
"country": "RS",
"endpoints": {
"taxpayerAdminPortal": "https://tap.sandbox.taxcore.dti.rs:443/",
"taxCoreApi": "https://api.sandbox.taxcore.dti.rs:443/",
"vsdc": "https://vsdc.sandbox.taxcore.dti.rs:443/",
"root": "https://frontendui.sandbox.taxcore.dti.rs:443/v/?v1="
b
"environmentName": "SANDBOX",
"logo": "https://i.imgur.com:443/tg5ad60.png",
"ntpServer": "http://0.europe.pool.ntp.org:80/",
"supportedLanguages": [
"en-US",
"sr-Latn-RS"
1
}
Attention
Endpoint
SDC Endpoint Example

/attention http://127.0.0.1:7555/api/v3/attention



Method

GET

Header

Add following HTTP headers to each request

e Accept: application/json

Request

N/A

Response

HTTP Code 200

Get Status

This service is used to get status information from SDC.

Endpoint

SDC Endpoint Example

E-SDC /status http://127.0.0.1:7555/api/v3/status

Method

GET

Header

Add following HTTP headers to each request
e Accept: application/json

e PAC: <PAC_value> (PAC value for the provided client authentication certificate - only for V-SDC)

Request

N/A

Response

JSON formatted data in accordance with the below table.



SDC

SDC

SDC

Field

isPinRequired

auditRequired

sdcDateTime

lastinvoiceNumber

protocolVersion

secureElementVersion

hardwareVersion

softwareVersion

deviceSerialNumber

make

model

mssc

gsc

Description Example

If PIN is not entered, or if a wrong PIN
is entered in the previous attempt, this
field shall be set to true; otherwise set
to false

False
If Audit is required, this field shall be if
set to true. Audit is required if the Total Amount is 1554879
Total Amount of all invoices is 75% or Maximum Limit is 9000000
more of the Maximum Limit.
Maximum Limit and Total Amount are True
obtained from the Secure element If
using Amount Status APDU command Total Amount is 7504899
Maximum Limit is 20000000

Current Local Date and Time in ISO

8601 format 2017-08-30T11:53:05+13:00

Invoice number of the last invoice ORGE74)1-ORGE7411-98637
signed by this E-SDC.

Always return 1.0.0.0 1.0.0.0

Version obtained from the Secure
element using Get Secure Element 1.1.1
Version APDU command

Manufacturer-specific hardware

1.2.7.21
version, if applicable

Manufacturer-specific software
version

1.7.6.5

Manufacturer-specific serial number of
the E-SDC device in format of the 08-0012-ASDJKA1SDJL2A
Manufacturer Registration Code - MRC

Name of the manufacturer Acme

Manufacturer-specific Model Name  The Device 442

Manufacturer-specific Errors,
, . Array of error codes

Warnings and info messages

General Errors, Warnings and info Array of error codes

messages defined in the Status and



SDC

Field

supportedLanguages

uid

taxCoreApi

currentTaxRates

allTaxRates

Model

GetStatusResponse {
sdcDateTime (string,

supportedLanguages

uid

Description
Error Codes section

List of language-culture strings
supported by SDC and intercepted
with languages supported by specific
environment, as per Get Environment

Parameters
UID of the client certificate (V-SDC) or

inserted smart card (E-SDC)

Root URL of the TaxCore.API targeted
by SDC

An object of currently active tax rates

An array of all tax rates

optional),

(Array[string], optional),

(string, optional),

taxCoreApi (string, optional),

currentTaxRates

allTaxRates

}

Example for E-SDC

{

(TaxRateGroup, optional),

(Array[TaxRateGroup], optional)

"isPinRequired": true,
"auditRequired": false,

Example

en-US; sr-Cyrl-RS

TK7SV2AY

https://api.sandbox.taxcore.dti.rs:443/

An object containing validFrom date, group
Id and the array of currently active tax
categories

An array containing validFrom date, group
Id and tax categories for each group

"sdcDateTime": "2021-07-14T718:21:11.3320963+02:00",
"lastInvoiceNumber": "CL4KBJCE-CL4KBJCE-1",
"protocolVersion": "1.0.0.0",

"hardwareVersion": "1.0.0.0",

"softwareVersion": "1.0.0.0",

"mssc": [



"6001"

"gsc" [
"0100"
1,
"deviceSerialNumber": "99-3010-22222222",
"make": "ExampleSDC",

"model": "ExampleSDC",
"supportedLanguages": [

"en-US",
"sr-Cyrl-RS"
1,
"uid": "TK7SV2AY",

"taxCoreApi": "https://api.sandbox.taxcore.dti.rs:443/",
"currentTaxRates": {
"validFrom": "2020-08-03T12:56:56",
"groupId": 2,
"taxCategories": [
{
"name": "ECAL",
"categoryType": O,
"taxRates": [
{

"rate": 5,

"label": "D"
b
{
"rate": 11,
"label": "F"
}
1y
"orderId": 1
by
{
"name": "N-TAX",
"categoryType": O,
"taxRates": [
{
"rate": 0,
"label": "N"
}
1y
"orderId": 2
b
{
"name": "PBL",
"categoryType": 2,
"taxRates": [

{

"rate": 0.5,

"label": "p"
}
1y
"orderId": 3
by
{
"name": "STT",
"categoryType": O,
"taxRates": [
{
"rate": o,

"label": nwEn



]
b
"allTaxRates":
{

"orderId": 4

by
{
"name": "VAT",
"categoryType": O,
"taxRates": [
{
"rate": 9,
"label™: "A"
b
{
"rate": 0,
"label": "B"
}
1,
"orderId": 5
b
{
"name": "VAT-EXCL",
"categoryType": 1,
"taxRates": [
{
"rate": 0,
"label™: "C"
}
1,
"orderId": 6
}
[

"validFrom":
"groupId": 1,
"taxCategories": [

{
"name": "ECAL",
"categoryType": O,
"taxRates": [
{
"rate":
"label":
b
{
"rate":
"label":
}
1,
"orderId": 1
b
{
"name": "N-TAX",
"categoryType": O,
"taxRates": [
{
"rate":
"label":
}
1,
"orderId": 2
b
{

"name" :

"categoryType":

"2020-08-02T21:04:00",

"PRL," ,
2,

5,
n"pn

11,
"F"

0,
LN



"validFrom":
"groupId":

"taxRates": [

{

"rate":

"label":

}
1,
"orderId": 3

"name": "STT",
"categoryType": O,
"taxRates": [

{

"rate":

"label":

}

1,
"orderId": 4

"name n : "VAT " ,
"categoryType": O,
"taxRates": [

{
"rate":
"label":
b
{
"rate":
"label":
}

1,
"orderId": 5

"name": "VAT-EXCL",
"categoryType": 1,
"taxRates": [

{

"rate":

"label":

}
1,
"orderId": 6

"2022-01-01T00:00:002",

"taxCategories": [

{

"name": "ECAL",
"categoryType": O,
"taxRates": [

{

"rate":

"label":

}
1,
"orderId": 5

"name": " PB",

0.2,
npn

nEn

9,
n"pn

0,
"R

non

10,
nEn



"categoryType": 2,
"taxRates": [
{
"rate": 0.1,
"label™: "P"
}

1,
"orderId": 6

"name": "STT",
"categoryType": O,
"taxRates": [

{

"rate": 1,
"label": "E"
}
1,
"orderId": 2
by
{
"name": "VAT",
"categoryType": O,
"taxRates": [
{
"rate": 9,
"label": "A"

}
1,
"orderId": 1

Example for V-SDC

{
"sdcDateTime": "2021-07-14T18:21:11.3320963+02:00",

"supportedLanguages": [
"en-US",
"sr-Cyrl-RS"
1,
"uid": "TK7SV2AY",
"taxCoreApi": "https://api.sandbox.taxcore.dti.rs:443/",
"currentTaxRates": {
"validFrom": "2020-08-03T12:56:560",
"groupId": 2,

"taxCategories": [
{
"name": "ECAL",
"categoryType": O,
"taxRates": [
{
"rate": 5,
"label™: "D"
bo
{
"rate": 11,
"label": "F"

}

1,
"orderId": 1



]
b
"allTaxRates":

{

[

"name": "N-TAX",
"categoryType": O,
"taxRates": [

{

"rate":

"label":

}
1,
"orderId": 2

Hnamell : HPBLH,
"categoryType": 2,
"taxRates": [

{

"rate":

"label":

}
1y
"orderId": 3

"name": "STT",
"categoryType": O,
"taxRates": [

{

"rate":

"label":

}

1,
"orderId": 4

"name" : "VAT",
"categoryType": O,
"taxRates": [

{
"rate":
"label":
bo
{
"rate":
"label":
}

1,
"orderId": 5

"name": "VAT-EXCL",
"categoryType": 1,
"taxRates": [

{

"rate":

"label":

}
1,
"orderId": 6

LNl

0.5,
npn

6,
nwEn

wpn

0,
g

wew



"validFrom":
"groupId":

"2020-08-02T21:04:00",

"taxCategories": [

{

"name": "ECAL",
"categoryType": O,
"taxRates": [

{
"rate":
"label":
b
{
"rate":
"label":
}

1,
"orderId": 1

"name": "N-TAX",
"categoryType": O,
"taxRates": [

{

"rate":

"label":

}

1,
"orderId": 2

"name": "PBL",
"categoryType": 2,
"taxRates": [

{

"rate":

"label":

}

1,
"orderId": 3

"name": "STT",
"categoryType": O,
"taxRates": [

{

"rate":

"label":

}

1,
"orderId": 4

"name": "VAT",
"categoryType": O,
"taxRates": [

{
"rate":
"label":
b
{
"rate":
"label":
}

5,
n"p"

11,
"F"

"N

0.2,
npn

nEn

9,
n"pn

"R



"validFrom":
"groupId":

"orderId": 5

"name": "VAT-EXCL",
"categoryType": 1,
"taxRates": [

{

"rate":

"label":

}
1,
"orderId": 6

"2022-01-01T00:00:002",

"taxCategories": [

{

"name": "ECAL",
"categoryType": O,
"taxRates": [

{

"rate":

"label":

}

1,
"orderId": 5

"name" : n PB",
"categoryType": 2,
"taxRates": [

{

"rate":

"label":

}
1,
"orderId": 6

"name": "STT",
"categoryType": O,
"taxRates": [

{

"rate":

"label":

}

1,
"orderId": 2

"name n : "VAT " ,
"categoryType": O,
"taxRates": [

{

"rate":

"label":

}
1,
"orderId": 1

non

10,
nEn

0.1,

npn

nEn

Ly



Verify PIN
/pin http://127.0.0.1:7555/api/v3/pin

Method

POST

Header

Add following HTTP headers to each request
e Accept: application/json

e Content-Type: application/json

Request

String with PIN code sent from POS. PIN can contain only 4 ASCII digits 0-9.

Example
1234

Response Data

A string representation of one of the general Status and Error Codes:

Example
n O l O O "

Create Invoice

SDC Endpoint Example
/invoices http://127.0.0.1:7555/api/v3/invoices
Method

POST



Request

Headers

Add following HTTP headers to each request
e Accept: application/json
e Content-Type: application/json

¢ RequestId: <RequestId value> (Unique identifier of the request, generated by POS system. It is
used only for later request search, in case a response was not received. - optional)

e Accept-Language: <Accept-Language value> (The list of one or more languages returned
through the field supportedLanguages in the Get Status service response, ordered in POS language
preference and separated by semi-colon.)

o SDC returns Invoice Result in the first supported language from the list
o if none of the languages from the list are supported by SDC, the SDC returns HTTP status code 406

o if POs does not submit this parameter, SDC returns Invoice Result in the first language from the
list obtained through Get Status service

Invoice

Field Optional/Mandatory Description

Current Local Date and Time in ISO 8601 format. This is
an optional element on the API level. However, tax
dateAndTimeOflssue Optional legislation in certain jurisdictions might mandate
including it on invoices - so make sure you become
familiarized with the requirements in each jurisdiction.

Invoice Type enumeration value: 0 - Normal, 1 - Proforma,

invoiceType Mandator
P y 2 - Copy, 3 - Training, 4 - Advance
transactionType Mandatory Transaction Type enumeration value: O - Sale, 1 - Refund
List of Payments for the invoice, where each Payment
payment Mandatory i o
defines it's method and amount
cashier Optional Cashier’s identification.
Unique identification of the buyer/customer. It is
mandatory only if there is a legal obligation for buyer
buyerld Optional y only & & v

identification (in both B2C and B2B transactions);
otherwise, it's optional.

Cost Center ID provided by the buyer to the cashier or an
buyerCostCenterld Optional identification of the invoice purpose. It is mandatory only

if there is a legal obligation for invoice purpose

identification (in both B2C and B2B transactions);



Field Optional/Mandatory

invoiceNumber Optional

Mandatory for all Copies

and Refunds and some
referentDocumentNumber
Normal Sale or Advance

Sale invoices
referentDocumentDT Optional
items (n) Mandatory
options Optional

Item

Each Item represents one line item on the invoice.

Field Optional/Mandatory

Description
otherwise, it's optional.

Invoice number generated by a POS or the software
version of the accredited POS. This is an optional element
on the API level. However, tax legislation in certain
jurisdictions might mandate including it on invoices.
Make sure you become familiarized with specific
jurisdiction requirements regarding its use and content.

Mandatory only in case Invoice Type is Refund, Copy or
Advance Sale connected to an Advance Sale (other
jurisdiction-specific rules may apply). In all cases, this field
must contain Invoice Number of the previously issued
invoice. In any other case this field is optional. ASCII, in
the requestedBy-signedBy-Ordinal_Number format.
Unicode MaxLength: 50

SDC date and time of the document referenced in the
referentDocumentNumber field. It is used to calculate
taxes on the date of issue of the original document that is
refunded or copied. If it is not provided in the request,
SDC uses the currently active tax rates.

Each invoice contains at least one Item in Items collection
(E-SDC should support minimum 250, recommended up
to 500)

Key/value collection defines the output of E-SDC invoice
fiscalization, to optimize resources.

Key: omitQRCodeGen

Value: "1" to omit QR Code generation by E-SDC and "0"
to generate and return QR code to POS.

QR code must not be submitted to the tax authority as
part of an audit package.

Key: omitTextualRepresentation

Value: "1" to omit generation of textual representation by
E-SDC and "0" to generate return textual representation
to POS.

Textual representation of an invoice (journal) must be
submitted to the tax authority as part of an audit
package.

Description



Field Optional/Mandatory Description

Global Trade Item Number (GTIN) is an identifier for trade items,
incorporated the ISBN, ISSN, ISMN, IAN (which includes the European Article

tin Optional
g P Number and Japanese Article Number) and some Universal Product Codes,
into a universal number space.
name Mandatory Human-readable name of the product or service.

The quantity of an item, with a maximum of 3 decimals. Example: 2 (pieces),

uantit Mandator
q 4 Y 0.100 (grams).
unitPrice Mandatory Unit price of the line item. It does not take part in tax calculation.

The array of labels. Each Label represents one of the Tax Rates applied on the
invoice item. Tax Items are calculated based on totalAmount and applied

labels Mandatory labels as described in the Calculate Taxes section. This field is mandatory (i.e.
the caller must submit a non-empty collection) for each item, even when the
price is 0.00.
totalAmount Mandatory Gross price for the line item.
Payment
Field Optional/Mandatory Description
amount Mandatory Decimal amount of the payment

Payment Type enumeration value: 0 - Other, 1 - Cash, 2 - Card, 3 - Check, 4 -

aymentType Mandat
Pay yp andatory Wire Transfer, 5 - Voucher, 6 - Mobile Money

Model

InvoiceRequest {
dateAndTimeOfIssue (string, optional),
cashier (string) Unicode MaxLength:50,
buyerId (string, optional) ASCII MaxLength:20,
buyerCostCenterId (string, optional) Unicode MaxLength:50,

invoiceType (string) = ['Normal', 'ProForma', 'Copy', 'Training', 'Advance'] (int)
= [011121314]1
transactionType (string) = ['Sale', 'Refund'] (int) = [0,1],

payment (Array[Payment]),

invoiceNumber (string, optional) Unicode MaxLength:60,
referentDocumentNumber (string, optional),
referentDocumentDT (string, optional),

options (inline model, optional),

items (Array[Item])

}

Payment {

amount (number),

paymentType (string) = ['Other', 'Cash', 'Card', 'Check', 'WireTransfer',
'Voucher', 'MobileMoney'] (int) = [0,1,2,3,4,5,6]

}

inline model {

omitQRCodeGen (string, optional) = ["O", "1"],
omitTextualRepresentation (string, optional) =

}

["O", "1"]



Item {
gtin (string, optional) MinLength:8 MaxLength:14,
name (string) Unicode MaxLength:2048,
quantity (number) Decimal (14,3) MinValue:0.001,
labels (Array[string]) MinLength:1,
unitPrice (number) Decimal (14,2),
totalAmount (number) Decimal (14,2)

Response

Headers

The following HTTP headers shall be returned in response

e RequestId: <RequestId from Request HTTP Headers>

Data Fields

Field Description
requestedBy UID of client's Secure Element digital certificate.
signedBy UID of SDC's Secure Element digital certificate.
sdcDateTime Local date and time in ISO 8601 format provided by E-SDC.

Invoice Counter in format transactionTypeCounter/totalCounter
invoiceCounter invoiceCounterExtension
For Example: 14/17NS

.. . First letters of Invoice Type and Transaction Type of the invoice. NS for Normal Sale, CR
invoiceCounterExtension .
— Copy Refund, TS — Training Sale, etc.

invoiceNumber SDC Invoice Number in format requestedBy-signedBy-totalCounter
verificationUrl VerificationURL generated in the Create Verification URL process
verificationQRCode Base64 encoded byte array of GIF image created in the Create QR Code process

Textual Representation of the invoice created in the Create a Textual Representation of

journal . .
an Invoice (Receipt) process

Total number of invoices signed by Secure Element. Returned by Sign Invoice APDU

totalCounter
command

Total number of invoices for a requested type. Returned by Sign Invoice APDU
command

transactionTypeCounter
totalAmount Sum of all Items — total payable by the customer

encryptedinternalData Base64 encoded byte array returned by Sign Invoice APDU command

signature Base64 encoded byte array returned by Sign Invoice APDU command



Field Description

taxitems Array of Taxltem entities

businessName Taxpayer Business Name obtained from digital certificate subject field
locationName Location Name obtained from digital certificate subject field

address Street address obtained from digital certificate subject field

tin Tax ldentification Number obtained from digital certificate subject field
district District obtained from digital certificate subject field

taxGroupRevision Revision of taxes used in the calculation

Manufacturer Registration Code is mandatory for audit package sent to the tax
authority database, but it's optional for invoice response sent to POS. It always has the
format MakeCode-SoftwareVersionCode-DeviceSerialNumber. Explanation:

mrc MakeCode -unique 2 characters received from the tax authority during accreditation.
SoftwareVersionCode - unique 4 characters received from the tax authroty during
accreditation. DeviceSerialNumber - manufacturer serial number (max 32 characters)
for each E-SDC installation. All 3 elements of MRC are mandatory.

messages (optional) Custom human-readable message that shall be printed or displayed by POS.

Taxltem

TaxItem represents tax liability on the invoice per one tax category.

Field Description
label Tax Label (A, F, G, N, P...)
categoryName Tax Category Name (e.g. VAT, Consumption)

categoryType Tax Category Type (0 - Tax on net, 1 - Tax on total, 2 - Amount per quantity)

rate Tax rate percentage for Label (i.e. 12.50%)
amount Tax amount calculated by E-SDC during invoice fiscalization
Model

InvoiceResult {

requestedBy (string, optional),
sdcDateTime (string),

invoiceCounter (string, read only),
invoiceCounterExtension (string, optional),
invoiceNumber (string, read only),
taxItems (Array|[TaxItem], optional),
verificationUrl (string, optional),
verificationQRCode (string, optional),
journal (string, optional),

messages (string, optional),

signedBy (string),



encryptedInternalData (string),
signature (string, optional),
totalCounter (integer, optional),
transactionTypeCounter (integer, optional),
totalAmount (number, optional),
taxGroupRevision (integer, optional),
businessName (string, optional),

tin (string, optional),

locationName (string, optional),
address (string, optional),

district (string, optional),

mrc (string, optional)

}

TaxItem {

categoryType (integer, optional),
label (string),

amount (number),

rate (number),

categoryName (string)

}

Get Last Signed Invoice

SDC Endpoint Example

E- . .
SDC /invoices/{requestlid) http://127.0.0.1:7555/api/v3/invoices/492600el6

Method

GET

Request

N/A

Response

If found, same response structure as the response model for Create Invoice service. If not found, null is
returned.

KoHmak nodayu

3a cBa NWTakba U CyrecTnje MoXKeTe Hac KOHTaKTMpaTK Ha cnegehe KOHTAKT nogaTtke:

Hndonara g.0.0. [1J "CYBOTHULIA", ITaptuzanckux 6aza 35, Cybotuma



HNudonara x.0.0. [1J "CPBOBPAH", 3maj JoBuna 7, Cp6oOpan
TenedoHu:
Cybotumna : 024/556-834  064/11-42-679
024/265-945  064/64-399-50
Cp6o0OpaH : 021/730-989  065/51-45-679

E-mail:

zolip@eunet.rs

office@infosu.co.rs

infod@stcable.net

infodata@stcable.net

Web:

http://www.infosu.co.rs/




