Lokalni procesor fiskalnih racuna ( LPFR )

Uputstvo za instalaciju, podeSavanje i koris¢enje

Infodata d.o.o Subotica

1. Sistemski zahtevi (racunarska oprema i softver)

Aplikacija je namenjena za rad sa Windows sistemima i na drugim operativnim sistemima NE RADI.
Minimalni zahtev: Windows XP
Optimalni sistem: Windows 10 ili noviji.

Minimalna racunarska konfiguracija: Windows XP, 2 GB prostora na disku, procesor Intel ili AMD sa
minimalno 2 jezgra, 1.6 GHz ili jaci, 8 GB radne memorije.

Optimalna racunarska konfiguracija: Windows 10, 2 GB prostora na disku, procesor Intel i3 ili AMD
Ryzen 3 sa minimalno 2 jezgra, 3.0 GHz ili jaci, 8 GB radne memorije.

Od ostale opreme, potrebno je posedovati Cita¢ pametnih kartica (koji je povezan i instaliran) i
Bezbednosni element u formi kartice — na vas zahtev izraduje ga Poreska Uprava Republike Srbije.

2. Instalacija

Potrebno je formirati jedan folder na disku. MoZe se formirati bilo gde na hard disku, bitno je
da korisnik na tom mestu ima prava Citanja i brisanja. Prekopirajte sadrZaj INSTALL foldera (sa
instalacionog medija) u prethodno formirani folder na disku.

Ukoliko LPFR radi sa USB diska NIJE potrebno formirati folder i NIJE potrebno prekopirati ga
na disk. Sve se radi sa samog USB diska.

Potrebno je instaliran drajver za Access baze, instalirajte ga iz foldera TOOLS (nalazi se na
instalacionom mediju). Ukoliko ve¢ imate instaliran Access64 drajver poZeljno je deinstalirati ga i prvo
instalirati Access32 drajver i nakon toga ponovo instalirati Access64.

U folderu programa LPFR nalazi se jedan shortcut koji se moze premestiti na desktop radi
lakSeg pokretanja programa. MoZe se smestiti i u STARTUP folder sistema i onda ¢e se automatski
pokretati prilikom ukljucivanja racunara.



3. Podesavanja sistema

3.1. ESIR i LPFR nha istom racunaru

Ukoliko ESIR i LPFR rade na istom racunaru nema potrebe da se iSta namesta. Da bi ESIR mogao da
pristupa APl funkcijama LPFR-a kod ESIR-a upisati konekcioni izraz prema LPFR-u, koji mogu biti
http://localhost:7555/api/v3 ili http://127.0.0.1:7555/api/v3 .

3.2. Koris¢enje LPFR —a u lokalnoj mrezi

Za koris¢enje LPFR-a u lokalnoj mrezi potrebno je prethodno postaviti LAN mrezu pomoc¢u UTP ili STP
kablova i podesiti racunare (SERVER obavezno) da ima staticku IP adresu.

Kod pogresno podesenih racunara ili neispravno podesene mreZe ESIR instaliran na radnim stanicama
nece moci da pristupi API funkcijama LPFR-a koji je na serveru.

NE MOZE DA SE KORISTI preko WiFi mreZe.

Ukoliko ve¢ posedujete ispravno podeSenu UTP lokalnu mrezu potrebno je odraditi sledeca
podesavanja:

1. Potrebno je odrediti racunar na koji ¢e se instalirati LPFR. On ¢e biti u ulozi servera (u daljem tekstu
"server"). lzvrsiti instalaciju na nacin objasnjen u delu 2. Instalacija.

2. Na serveru pokrenite podeSavanje Windows Firewall-a. ( Control Panel —>All Control Panel Item -
>Windows Defender Firewll ), u prozoru koji se otvori kliknite na Advanced Settings

0 Windows Defender Firewall

« = v I ﬂ‘ » Control Panel » All Control Panel ltems » Windows Defender Firewall

Help protect your PC with Windows Defender Firewall

Contrel Panel Home

Windows Defender Firewall can help prevent hackers or malicicus software from gaining access to your PC

Allow an app or feature through the Internet or a network.
through Windows Defender
Firewall :
. 0 Private networks Connected

®) Change notification settings

G Turn Windows Defender Metworks at home or work where you know and trust the people and devices on the network
Firewall on or off

@) Restore defaults Windows Defender Firewall state: On

W) Advanced settings Incoming connections: B]Icocl:c allfjonnectlonsto apps that are not on the list
of allowed apps

Troubleshoot my network

Active private networks: EF  AndroidAP
Motification state: Motify me when Windows Defender Firewall blocks a
new app

. g Guest or public networks Not connected



3. U prozoru koji se otvori kliknite na Inbound Rouls (leva strana) i kada se pravila prikazu kliknite na New
Rule...., koji ¢e vam pokrenuti ¢arobnjaka za konfigurisanje.
I ﬂWinduws Defender Firewall with Advanced Security — O x

File Actien View Help

e 2H R HE

U Wkt i Actions
‘On::::udnzl;:es Mame Group Profile Enabled Acti ~ -
24 Connection Security Rules || @ HTorrent (D) Public  Ves o i New Rule..
| Y ‘-ﬂ Monitering & pTorrent (Dell) Public Yes Allo TEErEy Profile »
9 Apache HTTP Server Private  Yes Allo
| % Apache HTTP Server Private  Yes Allo 7 Fitter by State k
1 Gcu Public  YVes Allo || T Filter by Group k
[ Gcu Private  Ves Aller View »
Gcu Public  Yes Allo
1 G Private  Yes Allo &5, (Refreshy
FiddlerProxy Al Yes Allo || = Export List..
1 G File Transfer Program Public Yes Allo Help
@ File Transfer Program Public Yes Allo
i % Firefox (C:\Program Files (x86)\Mozilla Fir... Private  Yes Alle
G Firefox (C:\Program Files (xB6)\Moxzillz Fir... Private  Yes Alle
0 Firefox (C:\Program Files\Moxilla Firefox) Private  Yes Aller
U Firefox (C\Program Files\Mozilla Firefox) Private  Yes Alle
Gp All Yes Alle
@ fp2 All Yes Allo
U McAfee Management Service Host (x64) All Yes Allo
U McAfee Management Service Host (x86) All Yes Allo
% McAfee Shared Service Host All Yes Allo
8 MysaLs? Private  Ves Allo
8 MysaLs? Domain  Ves Alle
% Need for Speed™ Most Wanted Public Yes Allo
Need for Speed™ Most Wanted Public Yes Allo
MNeed for Speed™ Most Wanted Private  Ves Allo
@Need for Speed™ Most Wanted Public Yes Bloc
@ Need for Speed™ Most Wanted Private  Yes Allo
@ Need for Speed™ Most Wanted Private  Ves Allo
(3 Need for Sneed™ Mnst Wanted Public Vs Rlnc ¥
< 3|« >

4. Carobnjak ima 5 koraka. Prvo se odreduje TIP pravila. Odaberite Port opciju i kliknite na Next.

[l st L L e L L L s

1 &F New Inbound Rule Wizard =

r
| Rule Type
Select the type of firewall rule to create.

. Steps:

[ & Rule Type What type of rule would you like to create?
@ Protocol and Ports
@ Action C Program
@ Profile Rule that controls connections fer a program.
@ Name ® Port
Rule that controls connections for a TCP or UDP port.
) Predefined:
AllJoyn Router

Rule that controls connections for a Windows experience.

() Custom
Custom nule.

< Back MNext > Cancel



5. U 2. koraku birajte opciju ,,Specific local ports” i upiSite pored broj porta 12345 ( Api osluskuje port
12345) i kliknite na Next.

@& New Inbound Rule Wizard x|
5
Protocol and Poris
5
Specify the protocols and ports to which this rule applies.
5
Steps:
@ Rule Type Does this rule apply ta TCP or UDP? i
» Protocol and Ports ® TCP -
@ Action ) UDP i
@ Profile
@ Name
() Al local ports
® Specific local ports: FORT NUMEER YOUR WEB SERVER|LISTENING ON
Example: 80, 443, 5000-5010
= Back MNext = Cancel
6. U 3. koraku izaberite , Allow the connection” i kliknite na Next.
*

9 Mew Inbound Rule Wizard

Action

Specify the action to be taken when a connection matches the conditions specified in the nule.

Steps:

@ Rule Type 'What action should be taken when a connection matches the specified conditions?

& Protocol and Ports
_ (® Allow the connection
R This includes connections that are protected with IPsec as well as those are not.
@ Profile
i () Allow the connection if it is secure

i This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and nules in the Connection Security
Rule node.

") Block the connection

< Back Mewt > Cancel



7. Kod 4. koraka odaberite SVE opcije i kliknite na Next.

& New Inbound Rule Wizard =

Profile
Specify the profiles for which this rule applies.

Steps:

Rule Type When does this rule apply?

-
L J

Protocol and Ports
@ Action Domain
Applies when a computer is connected to its coporate domain.

@ Profile
@ Name Private
Applies when a computer is connected to a private network location, such as a home
or work place.
Public

Applies when a computer is connected to a public network location.

< Back Mext > Cancel

8. U 5. koraku imenujte konfigurisano pravilo (Primer: HTTP, FISKAL,...) i kliknite na Finish..

& New Inbound Rule Wizard x
Name

Specify the name and description of this rule.

Steps:
Rule Type
Protocal and Ports

Name:
HTTF

Description {optional):
To make web server of this computer to be accessible from other computers |

< Back Cancel



9. Server obavezno mora da ima STATICKU IP adresu. Pogledajte koja je i zapisite je nedge ili upamtite jer ée
nam trebati u sledec¢em koraku ( primer IP adresa: 192.168.1.120 ).

10. Kod rac¢unara na kojem radi ESIR za konekcione parametre LPFR-a upisite:
http://192.168.1.120:7555/api/v3.

Ukoliko i na serveru radi, ESIR na njemu za konekcione parametre LPFR-a upisite
http://localhost:7555/api/v3

(Vise detalja u vezi podesavanje mozete naci na web stranici: https://www.devopinion.com/access-localhost-
from-another-computer-on-the-same-network/ )

Instalacija sertifikata

Kada se kartica sa sertifikatom PRVI PUT stavlja u Citac kartica, Windows izCita sertifikat i instalira ga,
ali pogresno. Stavlja ga u , Licno” (Personal) umesto u ,Pouzdan vrhovni autoritet za sertifikaciju” (Trusted
Root Certification Authorities).

Potrebno je da se ROOT sertifikat instalira na odgovarajuée mesto, da bi ,,Windows” dozvolio
»ONLINE” identifikaciju.

Instalacija se radi u ,Control Panel“—u, i to u oviru dela ,,Internet opcije”.

[ Sve stavke kontrolne table = O x
+ » Kontrolna tabla » Sve stavke kontrolne table v [4] PretraZi kontrolnu tablu pel
Prilagodavanje postavki racunara Prikafi po:  Velike ikone ~
~
Administrativne alatke Automatska reprodukcija % Bezbednost i odrZavanje % i ok s Cliovanye disk
o P ! \ J ¥\ jedinice
.‘@. Ce‘ntar Ealaleckencanic l_l.:,l.' Centar za mrezu i deljenje @ Centar za sinhronizaciju [ Datumivreme
¥ radunara - i
A Fontovi e s rija datoteka 335 Korisnicki nalozi
@ Mail (Microsoft Qutlook) - Mis d;g, Opcije indeksiranja Opcije istrazivaca datoteka
\@ Opcije napajanja 2@ Oporavak 6 Podrazumevani programi a Poslovne fascikle
b Pravljenje rezervne kopijei = o = 2 . e . .
: Programi i funkcije =¥ Prostori za skladistenje Region
% vracanje... L 9 ) = 4 ) {i g
RemoteApp i veze sa 2 . g . -
1 : F L Refavanje problema Sistem Speech Recognition
EQ:) radnom povrsinom UEp [? ‘57 P 9
Tastatura 774 Telefon i modem B Traka zadataka i navigacija "-_‘L‘] Upravlja¢ akreditivima
< (7'} I gacia | Upravlj
A8 Upravlja¢ uredajima g Upravljanje bojama = Uredaji i Stampadi ﬂ Zaft.lm.l,ﬂd Wiridows v




& Internet - svojstva ? X

Veze Programi Vige ondia
Opéti podad Berbednost Privatnost

Certifikati

Koristite certifikate za Sifrovane veze | identifikadiu.

| Obrigi S5L stamje |I Certifikati Izdavad

Automatsko dovriavanje

Automatsko dovréavanje skladist Postavke
prethodne unose na Veb stranicama i
predlaze vam podudaranja.

Feedovi i Veb isedd

Feedovi i Veb isefd obezbeduju Postavke
E_‘-‘ﬂ azurirani sadrzaj sa Veb lokadja koji se

moZe Stati u programu Internet

Explorer i drugim programima.

U redu Otkadi Primeni

Kliknite na Sadrzaj (Content) jezi¢ak i na tom jezicku na dugme Certifikati (Certificates).

w | eh Certifikat >

Predvidena namena: | <Sve> | | Opétepostavke Detaljff Lanac certifikacije

Liéne  Druge osobe  Autoriteti za posrednicku certifkadju  Pouzdani vrhovni autoritetiz| * | * | Lanac cerfifkadiie
[l Sandbox SUF RCA
----- ing CA 1
Izdato Datumist. . ! e

Izdao Prepoznatljivo ime
=/ 479V INFODATA D...

Sandbox SUF Issuing ... 08.12.20... <Niedan=
Sandbox SUF Issuing ... 20.01.20... <Niedan=

Uvedi... Izvezi.., Ukloni Vise opdia | Prikaz certifikata

Predvidene namene certifikata _
Status certifikata:

Potvrda identiteta Kijenta, 1.3.6.1.4.1.49952.5.8.3.4

Ovaj certifikat je u redu.
Prikaii

Zatvori

.
Tastatura Q Telef(

Odabertite Li¢no (Personal) tab. Odaberite sertifikat koji nosi oznaku kartice (GUI) i kliknite 2 h na
njega ili kliknite na Prikazi (view) dugme.



U otvorenom prozoru kliknite na ,Lanac certifikacije” tab i kliknite 2 h na najvisi sertifikat (verovatno
oznacen sa crvenim H). U prozoru koji se otvorio kliknite na , Instal certifikat...” dugme

wh Certifikat w P Certifikat e

Opéte postavke  Detalj Lanac certifikacije Opéte postavke  Detalji Lanac certifkacije

Lanac certifikacije

@ﬁ Informacije o certifikatu g Sandbox SUF RCA ;
- - andbox ssuing CA 1

Owvaj CA vrhovni certifikat nije pouzdan. Da biste _ﬁj OO Ol |
omogudili njegovu pouzdanost, instalirajte taj
certifikat u skladiste pouzdanih vrhovnih autoriteta za
certifikaciju.

Izdato: Sandbox SUF RCA

Izdao: Sandbox SUF RCA
Prikaz certifikata

vaZiod 01.06.2021, do 01.06.2041,
Status certifikata:

-Dvaj CA vrhovni certifikat nije pouzdan jer se ne nalazi u skladistu
pouzdanih vrhovnih autoriteta za certifikadiju.

Instaliraj certifikat... Izjava izdavala

U prozoru koji se otvori mozZete odabrati ili , Trenutnog korisnika“ ili ,,Lokalni raCunar”. Preporuka je
»Lokalni racunar”. Kliknite na Dalje dugme.



on (faru:ubnjak za uvoz certifikata

Dobro dosli u ¢arobnjak za uvoz certifikata

Cwvaj Earobnjak vam pomaie da certifikate, liste pouzdanih certifikata i liste opozvanih
certifkata kopirate sa diska u skladiste certifikata.

Certifikat koji izdaje autoritet certifikata predstavlja potvrdu vaseg identiteta i sadrzi
informacije koje se koriste za zastitu podataka i uspostavijanje bezbednih mreznih veza.
Skladite certifikata je sistemska oblast u kojoj se duvaju certifikati.

Lokacija za skladistenje
(®) Trenutnog korisnika
() Lokalni rafunar

Da biste nastavili, Kiknite na dugme Dalje”.

Py me T

= —rron



U prozoru koji se otvori prvo odaberite drugu opciju: ,Postavi sve certifikate u sledece skladiste”.
(kao sto je prikazano na sledecoj slici).

Kliknite na ,Dalje” dugme.

Kliknite istim redom na opcije i dugmad kao Sto je prikazano na sledecoj slici i na kraju klikom na
»,Dalje” idite na slededi prozor ¢arobnjaka.

Nakon ovog se otvaraju jo$ dva prorzora u kojima NISTA NE TREBA DIRATI, samo klinuti na Dalje
(Next) ili Zavrsi (Finish).

Sistem je spreman za ,,ONLINE” rad.

&% Izbor skladitta certifikata *

| € & Caru:ubnjalc za uvoz certifikata
Izaberite skladigte certifikata koje Zelite da koristite.

Skladiste certifikata
Skladista certifikata su sistemske oblasti u kojima se fuvaju certifikati,

| Autoriteti za posrednidku certifikaciju
| Pouzdani izdavad

Windows mozZe automatski da izabere skladiste certifikata ili moZete sami navesti I Mannnzdani rertifilbat e
lokadiju za certifikat, < >
() Automatski izaberi skladigte certifikata na osnovu tipa certifikata [(Jprikasi fizitka skladista
4 w sve certifikate u sledece skladiste ( I I Otiad
Skladiste certifikata: 2 ]
| < || Poraa... | [
| Prikaz

i certifikat nije pouzdan jer se ne nalazi u s
ynih autaoriteta za certifikadiju.



Inicijalizacija kartice

Da biste mogli koristiti LPFR program morate posedavati pametnu karticu (tzv. BEZBEDNOSNI ELEMENT)
dobijen od Poreske Uprave RS. Pored kartice morate imati i ¢ita¢ pametnih kartica povezan i ispravno
instaliran na racunar SERVER. Moguce je imeti i viSe CitaCa kartica na serveru ali tada prilikom pokretanja
programa morate odrediti u kom &itacu je kartica za fiskalizaciju. Preporuka je da IMATE SAMO JEDAN CITAC
KARTICA na serveru na kojem radi LPFR.

1. Pre pokretanja inicijalizacije obavezno proverite da li je ¢itac ispravno povezan sa racunarom i dali je
instaliran upravljacki program za citac kartice.

2. Proverite da li je kartica u ¢itacu kartica.
Postoje 3 nacina inicijalizacije:

1. Preuzmete inicijalizacione naredbe sa sajta poreske uprave i ukopirate u folder aplikacije. U ovom
sluéaju je inicijalizacija potpuno automatska, potrebno je samo pokrenuti aplikaciju LPFR. Kada se
aplikacija pokrenula u konzolnom prozoru ce se ispisivati naredbe kako ih bude izvrsavao. Ukoliko
svaka rutina vrati SUCCESS poruku LPFR je spreman za fiskalizaciju. U folderu aplikacije formira se
jedna datoteka pod nazivom GUID.results (GUID je identifikacioni broj kartice). Ovu datoteku je
potrebno postaviti na portal poreske uprave.

2. Online inicijalizacija: Ukoliko kartica nije inicijalizirana i pri pokretanju, program ne nade
inicijalizacione datoteke u svom folderu prvo ¢e pokusati ONLINE inicijalizaciju. U ovom sluéaju trazi
PIN kod za karticu. Zadajte PIN kod koji ste dobili zajedno sa karticom. Ukoliko ra¢unar ima pristup
internetu preuzece inicijalizacione datoteke, odradice inicijalizaciju i vratiti rezultate inicijalizacije na
poseban sajt poreske uprave. Znaci korisnik nema nikakvih posebnih poslova.

3. Inicijalizacija pomocu USB flesa ili SD kartice. U ovom slucaje komande za inicijalizaciju treba sacCuvati
na USB ili na SD karticu. Pre pokretanja LPFR programa prikljucite USB ili ubacite SD karticu. Nakon
pokretanja upisite PIN kod (zahtevace program). Kada program pita za lokaciju komandi zadajte ime
uredaja (slovna oznaka: C:, D:,.....) na kom se nalaze komande. Program ¢e vam izlistati oznake svih
uredaja, vi treba da pritisnete broj koji je ispred potrebnog uredaja. Sacekajte da LPFR izvrsi sve
komande. PAZNJA!!! Pre izvrdavanja komandi NE SMETE izvaditi medij sa komandama!!!! Rezultat
izvrSavanja komandi bi¢e zapisan na istom mediju koji nakon izvrSenja inicijalizacije potrebno predati
u Poresku Upravu.

DEMO nacin rada programa

Prilikom prvog pokretanja programa LPFR, u okvir menija bice prikazano da ste u DEMO nacinu rada,
Sto znaci da nije licenciran. Program je kompletno funkcionalan i u DEMO rezimu jedino kakav god tip
fiskalnog racuna dobije iz ESIR-a on ¢e proslediti do PU samo OBUKA (TRAINING) tip fiskalnog racuna. Ovaj
nacin rada je namenjen za probu LPFR od strane klijenta pre nego $to se odluci za kupovinu istog. Ovaj nacin
Vam omogucava i da uskladite vas ESIR sa LPFR-om.

ONLINE nacin rada

Ukoliko je LPFR instaliran na racunaru koji ima stalni internet pristup (ON LINE), svaki fiskalni racun,
nakon overe, prosledi se na servere poreske uprave. Na svakih sat vremena pokrece takozvani Audit i ako
dobije neke komande iz PU izvrSava iste. Znaci korisnik nema nikakve poslove vezane za razmenu sa PU.



OFFLINE nacin rada

Na raCunarima koji nemaju pristup internetu ali se na njima izvrSava LPFR fiskalni racuni se i tada
overavaju od strane kartice (BE) i budu sacuvani u internoj memoriji. Korisnik mora ru¢no da trazi izdavanje
Audit paketa iste dostavi Poreskoj Upravi, vrati komande nakon obrade u Poreskoj Upravi, pokrene
izvrSavanje vrac¢enih komandi i rezultate izvrSavanja komandi ponovo vratiti poreskoj upravi.

PAZNJA!! Tokom trajnog rada u OFFLINE reZimu, program moze da dostigne svoj maksimalni
kapacitet skladiStenja. U tom slu¢aju program blokira dalji rad i izdavanje fiskalnih ise¢aka sve dotle dok se ne
odradi ru¢no izdvajanje Audit paketa i ne odradi sve sa poreskom upravom (dok ne dobije Proof of Audit
komandu).

Nestabilna internet veza

Kada racunar ima pristup internetu ali je ta veza nestabilna sa Cestim prekidima, LPFR kada ima vezu
sa internetom, dostavi raune serverima poreske uprave. Ako se veza prekine prilikom novog uspostavljanja
veze nastavlja sa dostavljanjem racuna. Ukoliko moze pokrenuce i Audit proces. Posto u ovim sluc¢ajevima
niste sigurni da li je uspeo da prebaci sve racune ili nije preporucuje se manuelni audit na kraju radnog
vremena. Ukoliko ne ispiSe nijedan racun znaci da je u toku dana uspelo slanje racuna serverim poreske
uprave. Oni racuni kod kojih nije uspela predaja poreskoj upravi bi¢e ispisani na ubaceni memorijski uredaj
(USB), koji se, nakon toga,mora dostaviti u Poresku Upravu.

Licenciranje

Kada je program u DEMO nacinu rada u meniju imate i opciju 7 - Licenciranje. Da biste licencirali
program morate posedovati vazedi licenci klju¢. Validan klju¢ moZete nabaviti od preduzeca koja vrSe
distribuiranje softvera ili ste ga dobili kupovinom. Lista distributera se objavljulje na web stranici proizvodaca
(www.infosu.co.rs).

Izaberite opciju 7. menija (pritiskom broja 7 ili upisite malim slovima rec licens i pritisnite <Enter>
taster). Program ce zahtevati upis licencnog kljuca. Upisite licencu tacno onako kako ste ga dobili i pritisnite
<Enter> taster. U okviru licence nema praznog mesta. Ukoliko ste ispravno upisali licencu i vazeca je, program
se otkljuca i mozete koristiti sve njegove funkcije do kraja perioda na koji je kupljena licenca. Pritisnite jos
jednom <Enter> taster i iz menija ¢e nesatati re¢c DEMO a nestace i opcija 7. Molimo vas da se pridrzavate
uslova licenciranja!

Postoje 2 vrste licenci: GODISNJA ili TRAJNA. Godinja licenca moZe trajati od 1 — 9 godina. Godi3nja
licenca se mora obnavljati nakon isteka perioda za licencu. Ukoliko ne obnovite licencu program automatski
prelazi u DEMO nacin rada. 30 dana pre isteka licence program signalizira priblizavanje vremena isteka
licence i ponovo se pojavljuje 7. opcija menija. ( PAZNJA!!!! Perioda vaZenja licence pocinje upisivanjem nove
licence a ne istekom stare [!!!1).

Trajna licenca ne zahteva periodicno obnavljanje. Korisnik kupovinom softvera dobija pravo
koris¢ena na neograni¢eno vreme.



Koris¢enje programa
Program sa ESIR-om komunicira preko ,Self Hosted Api” — ja. Nacin komunikacije je pomocu poziva

APl komandi odredenih i definisanih od strane Poreske Uprave RS ( detaljan opis APl funkcija moZete
pogledati web stranici: https://tap.sandbox.suf.purs.gov.rs/Help/view/410640437/Readme/en-US ).

Sa programom korisnik komunicira preko menija. Ako se meni ne vidi pritiskom Enter tastera on
postaje vidljiv. Kada smo u nekom od podmenija treba slediti uputstva tog podmenija (uvek postoji opcija
NAZAD, kada se vracamo na nadredeni meni).

Glavni meni programa izgleda na sledeci nacin :

1 - exit -- Zatvori aplikaciju
2 - komande -- Moguce komande
3 - pin -- Unesite PIN
4 - ver -- Program verzija
5 - audit -- Lokalni audit
6 - log -- Pregled log file

Opcija menija se moze aktivirati na jedan od 2 nacina:

1. Upisete broj koji je prikazan ispred Zeljene opcije menija i pritisnete <Enter> taster
Na primer: 1 <Enter> prouzrokovade prekid rada programa

2. Ukucate naziv Zeljene opcije menija i pritisnete <Enter> taster ( re¢ se mora upisati tacno
onako kako je prikazano na ekranu inace ga program nece prepoznati)
primer: exit <Enter> prouzrokovace prekid rada programa

Detaljan opis opcija menija:

1 —exit : Sa ovom komandom napustate program, program se gasi i ne moze se vrsiti izdavanje
fiskalnih racuna do ponovnog pokretanja

2 —komande : Prikazuje glavni meni. Isto dobijete ako samo pritisnete <Enter> taster.

3 -pin : Pin kod u vedini slucajeva prosleduje ESIR pomocu PIN controll-a, ali se moze i ovde zadati.
U ovom sluc¢aju nema potrebe da ga prosleduje ESIR.

4 -ver : MRC broj—dodeljen od strane Poreske Uprave prilikom licenciranja programa.

5 — audit : Pokretanje ili zatvaranje lokalnog audit-a. Prikazuje se podmeni u kojem birate dodatne
opcije audit-a. Detaljnija objasnjenja u sledecem delu pod nazivom Lokalni Audit.

6 —log : Ovo je opcija menija za prikaz takozvanog LOG fajla. U toj datoteci se nalazi hronoloski spisak
svih dogadaja koji su nastali tokom rada LPFR programa. lzborom ove opcije prikazuje se
podmeni sa 2 opcije: Jedan prikazuje datoteku na ekranu a drugi nudi opciju izdvajanja u
obican tekst dokument, uz izbor uredaja gde ce biti smesten na root.



Lokalni audit

Izborom opcije 5 mozemo pokrenuti ili zatvoriti lokalni audit. Izborom ove opcije prikazuje se sledeci
podmeni:

@ - Pripremi fiskalne racune za prenos u PU
1 - Zakljuc¢i fiskalne racune vracdene iz PU
2 - Ispisati sve racune

3 - Nazad

Pre izbora bilo koje opcije menija potrebno je prvo prikljuciti neki memorijski uredaj (USB ili SD).
Izaberite opciju 0 — Pripremi fiskalne racune za prenos u PU i na zahtev racunara, zadajmo na koji memorijski
uredaj Zelimo izdvojiti racune. Ova komanda izdvaja sve, joS Poreskoj Upravi nedostavljene racune. Za
umetnutu karticu pokrec¢e Audit zahtev. Kada korisnik ima viSe kartica i Zeli pokrenuti audit i za druge,
potrebno je da uradi sledece:

Sacekati da se pripremi audit pak koji je ve¢ pokrenut

Vratiti se u glavni meni programa ( kada se zavrsi audit pack pritisne <Enter> taster)

- lzvaditi karticu iz ¢itaca ( Memoriju, na koji je prethodni raden ostaviti utaknutog u racunar)
- Staviti drugu karticu u ¢itac

- Sacekati da se softver ponvo pokrene sa novom karticom (deSava se automatski)

- Sa 3. tackom glavnog menija zadati PIN kod nove kartice

- Sa 5. opcijom glavnog menija pokrenuti novi audit

- U prikazanom podmeniju opet izabrati opciju 0 i zadati slovnu oznaku medija na koji se radi lokalni
audit ( isti koji je zadao i kod prethodne kartice )

- Ukoliko se u meduvremenu pojavio novi racun i on ¢e biti dodat paketu, ako ne pokrenuce se samo
audit za umetnutu karticu.

Gornje korake ponavljati onoliko puta koliko kartica poseduje za audit.

Ukoliko na izabranom memorijskom mediju, za karticu koja je u ¢itacu, ima komandi iz Poreske Uprav, u
tom slucaju LPFR ¢e prvo izvrsiti te komande, nakon toga pripremice ,command results” i tek nakon toga ¢ée
poceti izdvajanje novih racuna.

Moguce je pokrenuti audit i bez prisutne kartice, s tim da se tada izdvajaju samo do sada neposlati
racuni i ne ne zapocinje audit.

Opcija 1 se bira nakon sto su se sa tackom 0 pripremljeni i izdvojeni racuni, medij odnet na obradu u
poresku upravu i postoji barem jedna kartica za koju postoji audit i za koji je dobijen ,proof of audit” od
Poreske Uprave. Bira se memorijski uredaj na kojem se nalaze komande. Ukoliko se nista ne pokreée
proverite da li je odgovarajuéa kartica u citacu (sve komande glase na karticu, tako da ona mora biti prisutna
kada se izvrsavaju).

Sacekajte dok se izvrSe sve komande i dok se pripremi tzv. ,commands results” koji se nalazi na istom
mestu gde su bile i komande.



Ako ste imali istovremeni audit za viSe kartica nakon izvrSenih komandi prve kartice ponavljajte sledece
korake:

- Vratite se u glavni meni (kada je zavrSen ,command results” datoteka pritisnite Enter)

- lzvadite karticu iz ¢itaca (memorijski medij koji je vracen iz poreske uprave ostaviti u racunaru)
- Stavite drugu karticu u ¢itac kartica

- Sacekajte dok se program restartuje sa novom karticom

- Sa 3. opcijom glavnog menija zadajte PIN kod nove kartice

- Sa 5. opcijom glavnog menija udite a audit podmeni

- U podmeniju izaberite opciju 1 i upiSite ime (slovna oznaka) medijskog uredaja koji sadrzi komande
(isti uredaj koji je koris¢en i kod prethodne kartice)

- Sacekajte dok se izvrSe komande
- Gornje postupke ponavljati dok imate kartice.

Opcija 2 audit podmenija (2 — Ispisati sve racune ) ispiSe sve racune iz memorije na izabrani memorijski
nosac podataka (USB ili SD), bez obzira da li je ili nije poslat poreskoj upravi. Ova komanda nikada NE pokrece
Audit. Namenjen je za slucaj da ukoliko postoji ra¢un koji fali, da se moZe naci i ponovo poslati u Poresku
Upravu.

Opcija 3 je povratak u glavni meni.

Korisni saveti

Prilikom pokretanja programa isCitavaju se podaci sa kartice. Ovo moZe potrajati 3-5 sekundi, nekada
i duZe. Sacekajte dok se program ne pokrene potpuno.

Bez kartice ne mozete vsiti fiskalizaciju!
Ukoliko tokom rada izvadite karticu nemogude je vrsiti dalju fiskalizaciju!

Ukoliko tokom rada zamenite karticu program ponovo iscitava sadrzaj kartice, to traje 3 — 5 sekundi,
nekada i duZe, dok traje taj proces nemozete vrsiti fiskalizaciju!

Ukoliko izvadite i vratite istu ili drugu karticu morate ponovo upisati PIN kod, ili kroz ESIR ili preko
opcije 3. glavnog menija.

Ukoliko 5 puta upiSete pogresan PIN, kartica se blokira, ne moze se ponovo otvoriti. Moradete ga
odneti u Poresku Upravu. Na ovo posebno obratite paznju kada posedujete vise kartica i u Citacu nije ona za
koju kucate PIN. Kada dobijete poruku o pogresnom pinu, odmah proverite da li je u ¢itaCu odgovarajuca
kartica.

Nikad ne treba menjati karticu dok program radi ili pokretati program bez ubacene kartice. Ako bas
mora, uradite, ali racunajte na to da to traje neko vreme (3-5 sekundi dok se isCita kartica) i da morate
ponovo upisati PIN kod.

Program bez kartice radi ali sa ograni¢enim moguénostima, dok BEZ CITACA KARTICE UOPSTE NE
RADI. Ukoliko ne mozete pokrenuti program prvo proverite Cita€ kartice, zna se desiti da ga ugasi Windows.




Program je zasti¢en od ilegalnog kopiranja. Cak i da posedujete licencu moZete ga koristiti samo na
raCunaru za koji je izdata licenca. Ukoliko ga prekopirate na drugi racunar program ¢e preci u DEMO nacin
rada i ne moZe se licencirati!!!

Kodovi greSaka

Kodovi gresaka vraceni od strane LPFR-a definisani su tehnickom dokumentacijom Poreske Uprave RS
i mogu se pogledati stranici:

https://tap.sandbox.suf.purs.gov.rs/Help/view/1672078854/Status-and-Error-Codes/en-US

0-Info 1- . Applies
Code Warning 2-Error Description to
INFO
. . . VSDC,
0000 All OK Command is executed without warnings or errors E-SDC
0100 Pin OK This code indicates that the provided PIN code is correct E-SDC
0210 Internet Available Internet Connection is available (optional) E-SDC
0220 Intemqt Internet Connection is not available (optional) E-SDC
Unavailable
WARNINGS
: . ano o
1100 Storage 90% Full Storage used to store audit packages is 90% percent full. It is time E-SDC
to perform the audit.
1300 Smart Card is not Secure element card is not inserted in the E-SDC smart card E-SDC
present reader
o e
1400 Audit Required Total Sale and Refund gmount reached 75% of the SE limit. It is E-SDC
time to perform the audit.
1500 Pin C'ode Indicates that POS must provide the PIN code E-SDC
Required
Undefined Something is wrong but specific warning is not defined for that

1999 . situation. Manufacturer can use manufacturer-specific codes to ~ E-SDC
Warning . . .
describe warning in more details

ERRORS
2100 Pin Not OK PIN code sent by the POS is invalid E-SDC
2110 Card Locked ;l;)};eurslzmber of allowed PIN entries exceeded. The card is locked E-SDC

Secure Element is locked. No additional invoices can be signed

2210 SE Locked before the audit is completed E-SDC
SE

2220 Communication E-SDC cannot connect to the Secure Element applet E-SDC
Failed

2230 SE Protocol Secure Element does not support requested protocol version E-SDC
Mismatch (reserved for later use)

2310 Invalid tax labels Tax Labels sent by the POS are not defined ]\E/-SS][)) g ’

2400 Not configured SDC device is not fully configured for invoice signing (i.e. tax E-SDC

rates or verification URL are missing etc.)



0-Info 1- Applies

Code Warning 2-Error Description to
2800 Field Required A field is required (a mandatory invoice request field is missing) ]\E/-SS][)) g ’
2801 Eloerllg Value Too The length of the field value is longer than expected E:SSII)) g ’
2802 g;e;ft Value Too The length of the field value is shorter than expected E:SSII)) g ’
2803 El;agl,i[ﬂ Field The length of the field value is shorter or longer than expected E/—SSII))CC,
2804 Eiaerllgg)ut of A field value out of expected range E/—SSII))CC,
2805 {r;;l]l?lléd Field A field contains an invalid value ;:/_SSII))%
2806 [NADAY re data format s invalid M
2007 Lis oo hore (1 M e ol of o bl e o st V3D

The list of items or the list of tax labels in the invoice request

exceeds the maximum allowed number of elements (items/labels) VSDC,
or byte size. The maximum values depend on an SDC's capacity E-SDC
for processing invoice requests and can be manufacturer-specific.

2808 List Too Long

Endpoints

Get Environment Parameters

SDC Endpoint Example

http://127.0.0.1:7555/api/v3/

environment-parameters
environment-parameters

HTTP Method

GET

Header

Add following HTTP headers to each request

e Accept: application/json



Response

Field Description

organizationName Name of the tax authority organization

serverTimeZone Time zone of the server location
street Tax authority street address
city Tax authority city

country Tax authority country
endpoints List of available endpoints

environmentName Name of the environment
logo Link to the tax authority's official logo
ntpServer NTP server used for time synchronization

supportedLanguages Supported language(s) for the environment

Example
{
"organizationName": "Data Tech International",
"serverTimeZone": "Fiji Standard Time",
"street": "Kruzni put 7",
"city": "Belgrade",
"country": "RS",
"endpoints": {
"taxpayerAdminPortal": "https://tap.sandbox.taxcore.dti.rs:443/",
"taxCoreApi": "https://api.sandbox.taxcore.dti.rs:443/",
"vsdc": "https://vsdc.sandbox.taxcore.dti.rs:443/",
"root": "https://frontendui.sandbox.taxcore.dti.rs:443/v/?v1="
b
"environmentName": "SANDBOX",
"logo™: "https://i.imgur.com:443/tg5ad60.png",
"ntpServer": "http://0.europe.pool.ntp.org:80/",
"supportedLanguages": [
"en-Us",
"sr-Latn-RS"
]
}
Attention
Endpoint

SDC Endpoint Example



SDC Endpoint Example

/attention http://127.0.0.1:7555/api/v3/attention

Method

GET

Header

Add following HTTP headers to each request

e Accept: application/json

Request
N/A

Response

HTTP Code 200

Get Status

This service is used to get status information from SDC.

Endpoint

SDC Endpoint Example

E-SDC /status http://127.0.0.1:7555/api/v3/status

Method

GET

Header

Add following HTTP headers to each request
e Accept: application/json

e PAC: <PAC_value> (PAC value for the provided client authentication certificate - only for V-SDC)



Request

N/A

Response

JSON formatted data in accordance with the below table.

SDC Field

E- isPinRequired

sDC 9

E- auditRequired

sDC q

E-

SDC, .

v sdcDateTime

SDC

E- lastinvoiceNumber

SDC

E- rotocolVersion

soc P

E- .
secureElementVersion

SDC

E- hardwareVersion

SDC

E- softwareVersion

SDC

E- . .
deviceSerialNumber

SDC

Description

If PIN is not entered, or if a wrong
PIN is entered in the previous
attempt, this field shall be set to
true; otherwise set to false

If Audit is required, this field shall
be set to true. Audit is required if
the Total Amount of all invoices is
75% or more of the Maximum
Limit. Maximum Limit and Total
Amount are obtained from the
Secure element using Amount
Status APDU command

Current Local Date and Time in I1SO

8601 format

Invoice number of the last invoice
signed by this E-SDC.

Always return 1.0.0.0

Version obtained from the Secure
element using Get Secure Element

Version APDU command

Manufacturer-specific hardware
version, if applicable

Manufacturer-specific software
version

Manufacturer-specific serial
number of the E-SDC device in
format of the Manufacturer
Registration Code - MRC

Example

true

False

Total Amount is 1554879
Maximum Limit is 9000000

True

If

Total Amount is 7504899
Maximum Limit is 20000000

2017-08-30T11:53:05+13:00

ORG674J1-ORG6741J1-98637

1.0.0.0

1.1.1

1.2.7.21

1.7.6.5

08-0012-ASDJKA1SDIL2A



Field

make

model

mssc

gsc

supportedLanguages

uid

taxCoreApi

currentTaxRates

allTaxRates

Model

GetStatusResponse {
sdcDateTime (string,

supportedLanguages
uid (string,
taxCoreApi (string,

currentTaxRates

(Array[string],

(TaxRateGroup,

Description

Name of the manufacturer

Manufacturer-specific Model
Name

Manufacturer-specific Errors,
Warnings and info messages

General Errors, Warnings and info

Example

Acme

The Device 442

Array of error codes

messages defined in the Status and Array of error codes

Error Codes section

List of language-culture strings

supported by SDC and intercepted

with languages supported by

specific environment, as per Get

Environment Parameters

UID of the client certificate (V-SDC)

or inserted smart card (E-SDC)

Root URL of the TaxCore.API
targeted by SDC

An object of currently active tax
rates

An array of all tax rates

optional),

optional),

optional),

optional),

optional),

en-US; sr-Cyrl-RS

TK7SV2AY

https://api.sandbox.taxcore.dti.rs:443/

An object containing validFrom date, group
Id and the array of currently active tax
categories

An array containing validFrom date, group
Id and tax categories for each group



allTaxRates (Array[TaxRateGroup], optional)
}

Example for E-SDC
{
"isPinRequired": true,
"auditRequired": false,
"sdcDateTime": "2021-07-14T18:21:11.3320963+02:00",
"lastInvoiceNumber": "CL4KBJCE-CL4KBJCE-1",

"protocolVersion": "1.0.0.0",
"hardwareVersion": "1.0.0.0",
"softwareVersion": "1.0.0.0",

"mssc": [
"6001"
1,
"gsc" [
"0100"
1,
"deviceSerialNumber": "99-3010-22222222",
"make": "ExampleSDC",
"model": "ExampleSDC",
"supportedLanguages": [
"en-US",
"sr-Cyrl-RS"

1,
"uid": "TK7SV2AY",
"taxCoreApi": "https://api.sandbox.taxcore.dti.rs:443/",
"currentTaxRates": {
"validFrom": "2020-08-03T12:56:506",
"groupId": 2,

"taxCategories": [
{
"name": "ECAL",
"categoryType": O,
"taxRates": [
{
"rate": 5,
"label": "D"
bo
{
"rate": 11,
"label": "F"
}
1,
"orderId": 1
b
{
"name": "N-TAX",
"categoryType": O,
"taxRates": [
{
"rate": O,
"label"™: "N"

}
1,
"orderId": 2

"name": "PBL",
"categoryType": 2,
"taxRates": [



"rate": 0.5,
"label": "P"
}
1,
"orderId": 3
b
{
"name": "STT",
"categoryType": O,
"taxRates": [
{
"rate": o,
"label": "E"
}
1,
"orderId": 4
b
{
"name": "VAT",
"categoryType": O,
"taxRates": [
{
"rate": 9,
"label": "A"
bo
{
"rate": O,
"label": "B"
}
1,
"orderId": 5
b
{
"name": "VAT-EXCL",
"categoryType": 1,
"taxRates": [
{
"rate": O,
"label": "C"
}
1,
"orderId": 6
}
]
b
"allTaxRates": [
{

"validFrom":
"groupId": 1,
"taxCategories": [

{

"name":

"categoryType":

"2020-08-02T21:04:00",

"taxRates": [

"ECAL",
0,
{
"rate":
"label":
b
{

"rate":

"label":

np"

11,
nwEn



1,
"orderId": 1

"name": "N-TAX",
"categoryType": 0,
"taxRates": [

{

"rate":

"label":

}

1,
"orderId": 2

"name": "PBL"[
"categoryType": 2,
"taxRates": [

{

"rate":

"label":

}
1,
"orderId": 3

"name": "STT",
"categoryType": 0,
"taxRates": [

{

"rate":

"label":

}
I
"orderId": 4

"name": "VAT",
"categoryType": 0,
"taxRates": [

{
"rate":
"label":
b
{
"rate":
"label":
}

I
"orderId": 5

"name": "VAT-EXCL",
"categoryType": 1,
"taxRates": [

{

"rate":

"label":

}

1,
"orderId": 6

"N

0.2,
npn

g

9,
n"pn

0,
ng"

new



"validFrom": "2022-01-01T00:00:00z",
"groupId": 3,
"taxCategories": [
{
"name": "ECAL",
"categoryType": 0,
"taxRates": [
{
"rate": 10,
"label": "F"
}

1,
"orderId": 5

"name": "PB",
"categoryType": 2,
"taxRates": [
{
"rate": 0.1,
"label": "P"
}

1,
"orderId": 6

"name": "STT",
"categoryType": 0,
"taxRates": [
{
"rate": 1,
"label": "E"
}
1,
"orderId": 2

"name": "VAT",
"categoryType": O,
"taxRates": [
{
"rate": 9,
"label": "A"
}

1,
"orderId": 1

Example for V-SDC

{
"sdcDateTime": "2021-07-14T718:21:11.3320963+02:00",
"supportedLanguages": [
"en-US",
"sr-Cyrl-RS"
1,
"uid": "TK7SV2AY",



"taxCoreApi": "https://api.sandbox.taxcore.dti.rs:443/",
"currentTaxRates": {

"validFrom": "2020-08-03T12:56:560",

"groupId": 2,

"taxCategories": [

{
"name": "ECAL",
"categoryType": 0,
"taxRates": [
{
"rate": 5,
"label": "D"
b
{
"rate": 11,
"label": "F"
}
1,
"orderId": 1
b
{
"name": "N-TAX",
"categoryType": O,
"taxRates": [
{
"rate": O,
"label™: "N"
}
1,
"orderId": 2
b
{
"name": "PBL",
"categoryType": 2,
"taxRates": [
{
"rate": 0.5,
"label": "P"
}
1,
"orderId": 3
b
{
"name": "STT",
"categoryType": O,
"taxRates": [
{
"rate": o,
"label": "E"
}
1,
"orderId": 4
b
{

"name": "VAT",
"categoryType": 0,
"taxRates": [

{
"rate": 9,
"label" : "A"
bo
{

"rate": O,



]
b
"allTaxRates":
{

[

"validFrom":

"label": g
}

1,
"orderId": 5

"name": "VAT-EXCL",
"categoryType": 1,
"taxRates": [
{
"rate": O,
"label™: "C"
}

1,
"orderId": 6

"2020-08-02T21:04:00",

"groupId": 1,
"taxCategories": [

{
"name": "ECAL",
"categoryType": 0,
"taxRates": [
{
"rate":
"label":
b
"rate":
"label":
}
1,
"orderId": 1
b
{
"name": "N-TAX",
"categoryType": O,
"taxRates": [
{
"rate":
"label":
}
1,
"orderId": 2
bo
{
"name": "PBL",
"categoryType": 2,
"taxRates": [
{
"rate":
"label":
}
1,
"orderId": 3
b
{

"name": "STT",
"categoryType": 0,

S,
npw

11,
nwEn

"N

0.2,
npn



"validFrom":
"groupId": 3,

"taxRates": [

{

"rate":

"label":

}

1,
"orderId": 4

"name": "VAT",
"categoryType": 0,
"taxRates": [

{
"rate":
"label":
b
{
"rate":
"label":
}

1,
"orderId": 5

"name": "VAT-EXCL",
"categoryType": 1,
"taxRates": [

{

"rate":

"label":

}

I
"orderId": 6

"2022-01-01T00:00:002",

"taxCategories": [

{

"name": "ECAL",
"categoryType": 0,
"taxRates": [

{

"rate":

"label":

}

I
"orderId": 5

"name" : "PB",
"categoryType": 2,
"taxRates": [

{

"rate":

"label":

}

1,
"orderId": 6

g

0,
won

10,
nwEn

0.1,
npn



"name": "STT",
"categoryType": 0,

"taxRates": [
{
"rate": 1,
"label": "E"
}
1,
"orderId": 2
b
{
"name": "VAT",
"categoryType": 0,
"taxRates": [
{
"rate": 9,
"label": "A"
}
1,
"orderId": 1
}
]
}
]
}
Verify PIN
/pin http://127.0.0.1:7555/api/v3/pin
Method
POST
Header

Add following HTTP headers to each request
e Accept: application/json

e Content-Type: application/json

Request

String with PIN code sent from POS. PIN can contain only 4 ASCII digits 0-9.

Example
1234



Response Data

A string representation of one of the general Status and Error Codes:

Example
"0100"

Create Invoice

SDC Endpoint Example
/invoices http://127.0.0.1:7555/api/v3/invoices
Method
POST
Request
Headers

Add following HTTP headers to each request
e Accept: application/json
e Content-Type: application/json

e RequestId: <RequestId value> (Unique identifier of the request, generated by POS system. It
is used only for later request search, in case a response was not received. - optional)

¢ Accept-Language: <Accept-Language value> (The list of one or more languages returned
through the field supportedLanguages in the Get Status service response, ordered in POS language
preference and separated by semi-colon.)

o SDCreturns Invoice Result in the first supported language from the list

o if none of the languages from the list are supported by SDC, the SDC returns HTTP status
code 406

o if POs does not submit this parameter, SDC returns Invoice Result in the first language from
the list obtained through Get Status service

Invoice

Field Optional/Mandatory Description



Field

dateAndTimeOflssue

invoiceType

transactionType

payment

cashier

buyerld

buyerCostCenterld

invoiceNumber

referentDocumentNumber

referentDocumentDT

Optional/Mandatory

Optional

Mandatory

Mandatory

Mandatory

Optional

Optional

Optional

Optional

Mandatory for all Copies
and Refunds and some
Normal Sale or Advance
Sale invoices

Optional

Description

Current Local Date and Time in ISO 8601 format. This
is an optional element on the API level. However, tax
legislation in certain jurisdictions might mandate
including it on invoices - so make sure you become
familiarized with the requirements in each
jurisdiction.

Invoice Type enumeration value: 0 - Normal, 1 -
Proforma, 2 - Copy, 3 - Training, 4 - Advance

Transaction Type enumeration value: 0 - Sale, 1 -
Refund

List of Payments for the invoice, where each Payment
defines it's method and amount

Cashier’s identification.

Unique identification of the buyer/customer. It is
mandatory only if there is a legal obligation for
buyer identification (in both B2C and B2B
transactions); otherwise, it's optional.

Cost Center ID provided by the buyer to the cashier or
an identification of the invoice purpose. It is
mandatory only if there is a legal obligation for
invoice purpose identification (in both B2C and B2B
transactions); otherwise, it's optional.

Invoice number generated by a POS or the software
version of the accredited POS. This is an optional
element on the API level. However, tax legislation in
certain jurisdictions might mandate including it on
invoices. Make sure you become familiarized with
specific jurisdiction requirements regarding its use
and content.

Mandatory only in case Invoice Type is Refund, Copy
or Advance Sale connected to an Advance Sale (other
jurisdiction-specific rules may apply). In all cases, this
field must contain Invoice Number of the previously
issued invoice. In any other case this field is optional.
ASCII, in the requestedBy-signedBy-Ordinal_Number
format. Unicode MaxLength: 50

SDC date and time of the document referenced in the
referentDocumentNumber field. It is used to
calculate taxes on the date of issue of the original
document that is refunded or copied. If it is not



Field Optional/Mandatory Description

provided in the request, SDC uses the currently active
tax rates.

Each invoice contains at least one Item in ltems
items (n) Mandatory collection (E-SDC should support minimum 250,
recommended up to 500)

Key/value collection defines the output of E-SDC
invoice fiscalization, to optimize resources.

Key: omitQRCodeGen

Value: "1" to omit QR Code generation by E-SDC and
"0" to generate and return QR code to POS.

QR code must not be submitted to the tax authority
as part of an audit package.

options Optional
Key: omitTextualRepresentation
Value: "1" to omit generation of textual
representation by E-SDC and "0" to generate return
textual representation to POS.
Textual representation of an invoice (journal) must be
submitted to the tax authority as part of an audit
package.

Item

Each Item represents one line item on the invoice.

Field Optional/Mandatory Description

Global Trade Item Number (GTIN) is an identifier for trade items,
incorporated the ISBN, ISSN, ISMN, IAN (which includes the European

tin Optional
& P Article Number and Japanese Article Number) and some Universal
Product Codes, into a universal number space.
name Mandatory Human-readable name of the product or service.

The quantity of an item, with a maximum of 3 decimals. Example: 2

uantit Mandator
9 ¥ y (pieces), 0.100 (grams).

unitPrice Mandatory Unit price of the line item. It does not take part in tax calculation.

The array of labels. Each Label represents one of the Tax Rates applied
on the invoice item. Tax Items are calculated based on totalAmount and

labels Mandatory applied labels as described in the Calculate Taxes section. This field is
mandatory (i.e. the caller must submit a non-empty collection) for each
item, even when the price is 0.00.



Field Optional/Mandatory Description

totalAmount Mandatory Gross price for the line item.
Payment

Field Optional/Mandatory Description
amount Mandatory Decimal amount of the payment

Payment Type enumeration value: 0 - Other, 1 - Cash, 2 - Card, 3 -

aymentType Mandator
pay P Y Check, 4 - Wire Transfer, 5 - Voucher, 6 - Mobile Money

Model

InvoiceRequest {
dateAndTimeOfIssue (string, optional),
cashier (string) Unicode MaxLength:50,
buyerId (string, optional) ASCII MaxLength:20,
buyerCostCenterId (string, optional) Unicode MaxLength:50,

invoiceType (string) = ['Normal', 'ProForma', 'Copy', 'Training', 'Advance']
(lnt) = [Or 1121 3/ 4] ’
transactionType (string) = ['Sale', 'Refund'] (int) = [0,1],

payment (Array[Payment]),

invoiceNumber (string, optional) Unicode MaxLength:60,
referentDocumentNumber (string, optional),
referentDocumentDT (string, optional),

options (inline model, optional),

items (Array[Item])

}

Payment {

amount (number),

paymentType (string) = ['Other', 'Cash', 'Card', 'Check', 'WireTransfer',
'Voucher', 'MobileMoney'] (int) = [0,1,2,3,4,5,6]

}
inline model ({
omitQRCodeGen (string, optional) = ["O", "1"],
omitTextualRepresentation (string, optional) =
}
Item {
gtin (string, optional) MinLength:8 MaxLength:14,
name (string) Unicode MaxLength:2048,
quantity (number) Decimal(14,3) MinValue:0.001,
labels (Array[string]) MinLength:1,
unitPrice (number) Decimal (14,2),
totalAmount (number) Decimal (14,2)

["O", "1"]

Response

Headers

The following HTTP headers shall be returned in response

e RequestId: <RequestId from Request HTTP Headers>



Data Fields
Field

requestedBy
signedBy

sdcDateTime

invoiceCounter

invoiceCounterExtension

invoiceNumber
verificationUrl

verificationQRCode

journal

totalCounter

transactionTypeCounter

totalAmount
encryptedinternalData
signature

taxitems
businessName
locationName

address

tin

district

taxGroupRevision

mrc

Description
UID of client's Secure Element digital certificate.
UID of SDC's Secure Element digital certificate.
Local date and time in ISO 8601 format provided by E-SDC.

Invoice Counter in format transactionTypeCounter/totalCounter
invoiceCounterExtension
For Example: 14/17NS

First letters of Invoice Type and Transaction Type of the invoice. NS for Normal
Sale, CR — Copy Refund, TS — Training Sale, etc.

SDC Invoice Number in format requestedBy-signedBy-totalCounter
VerificationURL generated in the Create Verification URL process
Base64 encoded byte array of GIF image created in the Create QR Code process

Textual Representation of the invoice created in the Create a Textual
Representation of an Invoice (Receipt) process

Total number of invoices signed by Secure Element. Returned by Sign Invoice APDU
command

Total number of invoices for a requested type. Returned by Sign Invoice APDU
command

Sum of all Items — total payable by the customer

Base64 encoded byte array returned by Sign Invoice APDU command
Base64 encoded byte array returned by Sign Invoice APDU command
Array of Taxltem entities

Taxpayer Business Name obtained from digital certificate subject field
Location Name obtained from digital certificate subject field

Street address obtained from digital certificate subject field

Tax ldentification Number obtained from digital certificate subject field
District obtained from digital certificate subject field

Revision of taxes used in the calculation

Manufacturer Registration Code is mandatory for audit package sent to the tax
authority database, but it's optional for invoice response sent to POS. It always has




Field Description

the format MakeCode-SoftwareVersionCode-DeviceSerialNumber. Explanation:
MakeCode -unique 2 characters received from the tax authority during
accreditation. SoftwareVersionCode - unique 4 characters received from the tax
authroty during accreditation. DeviceSerialNumber - manufacturer serial number
(max 32 characters) for each E-SDC installation. All 3 elements of MRC are
mandatory.

messages (optional) Custom human-readable message that shall be printed or displayed by POS.

Taxltem

TaxItem represents tax liability on the invoice per one tax category.

Field Description
label Tax Label (A, F, G, N, P...)
categoryName Tax Category Name (e.g. VAT, Consumption)

categoryType Tax Category Type (0 - Tax on net, 1 - Tax on total, 2 - Amount per quantity)

rate Tax rate percentage for Label (i.e. 12.50%)
amount Tax amount calculated by E-SDC during invoice fiscalization
Model

InvoiceResult {

requestedBy (string, optional),
sdcDateTime (string),

invoiceCounter (string, read only),
invoiceCounterExtension (string, optional),
invoiceNumber (string, read only),
taxItems (Array|[TaxItem], optional),
verificationUrl (string, optional),
verificationQRCode (string, optional),
journal (string, optional),

messages (string, optional),

signedBy (string),
encryptedInternalData (string),
signature (string, optional),
totalCounter (integer, optional),
transactionTypeCounter (integer, optional),
totalAmount (number, optional),
taxGroupRevision (integer, optional),
businessName (string, optional),

tin (string, optional),

locationName (string, optional),
address (string, optional),

district (string, optional),

mrc (string, optional)

}

TaxItem {

categoryType (integer, optional),
label (string),



amount (number),
rate (number),
categoryName (string)

}

Get Last Signed Invoice

SDC Endpoint Example
£ invoices/( t1d}
SDC Hhvotces/iredues http://127.0.0.1:7555/api/v3/invoices/492600el6

Method

GET

Request
N/A

Response

If found, same response structure as the response model for Create Invoice service. If not found, null
is returned.

Kontak podaci

Za sva pitanja i sugestije moZete nas kontaktirati na sledece adrese i telefone:

Infodata d.o.o. PJ "SUBOTICA", Partizanskih baza 35, Subotica
Infodata d.o.o. PJ "SRBOBRAN", Zmaj Jovina 7, Srbobran

Telefoni:
Subotica : 024/556-834  064/11-42-679
024/265-945  064/64-399-50
Srbobran : 021/730-989  065/51-45-679

E-mail:



zolip@eunet.rs

office@infosu.co.rs

infod@stcable.net

infodata@stcable.net

Web adresa:

http://www.infosu.co.rs/




